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Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of

Preserving the Open Internet GN Docket No. 09-191

N N N N N

Broadband Industry Practices WC Docket No. 07-52

COMMENTS AND SUBMISSION OF
TECHNICAL REPORT:
ANY DEVICE AND ANY APPLICATION ON WIRELESS NETWORKS
A TECHNICAL STRATEGY FOR EVOLUTION
The New America Foundation, Columbia Telecommuroca Corporation and the other
public interest organizations listed above (collegdy “Public Interest Commenters” or “PIC”)
respectfully submit these comments and the attatgdatohical report (Appendix A) in response
to the Commission’slotice of Proposed Rulemakifihe “NPRM) in the above-captioned
docket! The attached report, entitled “Any Device and Axpplication on Wireless Networks:
A Technical Strategy for Evolution,” was prepargdaxteam of engineers at Columbia
Telecommunications Corporation (CTC) at the reqoéste New America Foundation. It
provides a technical overview and recommendations@rning the feasibility and

implementation of the Commission’s proposed codifan of the open Internet principles as

applied to commercial wireless networks.

Open Internet Rules Must be Platform Agnostic

' In the Matter of Preserving the Open Internetpd@tband Industry Practices, GN Docket No. 09-19C W
Docket No. 07-52Notice of Proposed RulemakingCC 09-93,24 FCC Rcd 13064 (rel. Oct. 22, 2009)
(“NPRM).



It is well-established that the major commercialeldss broadband carriers engage in a
number of practices that may be violations of tlen@ission’s Internet Policy Statemént.
Most major carriers (Clearwire being the notableegtion) impose terms of service that do not
always permit consumers to “access the lawful h@econtent of their choice” or to “run
applications and use services of their choice,emilip the needs of law enforcemehtSkype,
in its petition, highlighted how carriers prohibit seek to block Voice over IP applications in
order to protect or boost revenue from their owit&@pplication services. As Free Press noted
in anex parteletter to Acting Chairman Copps last year:
The terms imposed by most major wireless carriarpgrt to prohibit the use of, at
minimum: peer-to-peer applications, either in gaher when transmitting to multiple
recipients; Web broadcasts; server or host apmiasittethering; and the use of wireless
as a substitute for wired broadband. AT&T statecHjgally that “customer initiated
redirection of television or other video or audignals via any technology from a fixed
location to a mobile device” is prohibited, a rttat would seem to prohibit innovative
and consumer-friendly technologies such as Slindide mobile player. [Citations
omitted.]
Nor do most of the major wireless carriers (Cleagviieing the notable exception) allow
consumers to “connect their choice of legal devtbas do not harm the network.Carriers

engage, to different degrees, in the ‘blocking’ dadking’ of devices on their networks. For

example, Verizon Wireless effectively limits devatachment to a “whitelist” of approved,

2 See, e.gEx PartelLetter by Free Press to Acting FCC Chairman Miti@mpps, WC Docket No. 07-52 (April 3,
2009); Skype Communications S.A.R.L., Petition tmfirm a Consumer’s Right to Use Internet
Communications Software and Attach Devices to \@sgeINetworks, submitted to FCC Feb. 20, 2007, aiailat:
http://download.skype.com/share/skype_fcc 200732 Fich Wu, Wireless Net Neutrality: Cellular Carterfone and
Consumer Choice in Mobile Broadbaridew America Foundation, Wireless Future Prograforking Paper #17
(February 2007), available at:

http://www.newamerica.net/files/WorkingPaperl7 WissNetNeutrality Wu.pdfRobert M. FriedenVireless
Carterfone--A Long Overdue Policy Promoting Consu@eoice and CompetitigiNew America Foundation,
Wireless Future Program, Working Paper #20 (JaB8R@&vailable at:
http://www.newamerica.net/events/2008/free_my phone

3 FCC,Internet Policy Statemeni20 FCC Rcd at 14987-88, para. 4.

* Ex ParteLetter by Free Press to Acting FCC Chairman Mitkampps, WC Docket No. 07-52 (April 3, 2009), at
2 [citations omitted from original].

® Internet Policy Statemer20 FCC Rcd at 14987-88, para. 4.




carrier-sold phones. This is not a technologicakssity, nor is it necessary to discourage the
use of “cloned” or stolen phones. Other carridosk” the phones they sell, preventing the
phone from being used on any other network bubtignal carrier’'s network. Some carriers
will unlock consumers’ phones, but most consumeraat know to ask for this service, since it
is not well disclosed. Consumers are also detdrozd purchasing a device from a competing
retailer since they must effectively purchase thentled” phone from the carrier whether they
use it or not. The “free” or heavily discounted ievthat is bundled with the Internet access
subscription has a cost — in economic terms ibld en installment, with indeterminate monthly
payments included in the monthly Internet accessgeh— yet it is typically not possible to pay a
lower price for Internet access service and/oreoninutes if you prefer to purchase a third-
party device. Carriers use these practices taodgweetheir position as Internet access providers
to stifle or distort competition and innovationtire adjacent markets for communications
equipment, applications and Internet servftes.

As the Public Interest Commenters have arguedeatey length in a companion set of
comments filed today, the legal and policy ratierfak Open Internet rules is platform agnostic.
While the details of what constitutes reasonabtevakk management may differ, case-by-case,
depending on the technology platform used to dhste Internet access services, the larger open
Internet framework should not. It is critical toth consumer protection and the social and
economic value of the Internet that its functiotyadind “rules of the road” not change based on
the technology used to gain access. End usersdshave the same freedom to use and access
Internet resources whether their device is condeater WiFi to a wired LAN or, moments

later, connected over a wireless carrier’'s network.

® Wu, ibid, at 8-9;see alscComments of the Ad Hoc Public Interest Spectrumli@oa (P1SC), In the Matter of the
Petition by Skype communications S.A.R.L., RM-113Bpril 30, 2007).



This ‘level playing field” between access platforrmsmportant not merely vis-a-vis
industry competition, innovation and economic pratcity. It will also have an enormous
social impact as growing shares of young and lawesme populations rely disproportionately
— and even exclusively — on mobile devices to conttethe Internet. Recent studies by the Pew
Internet & American Life Project have shown thagptoportionate shares of lower-income
youth and minorities tend to access the Internletysthrough mobile devices, compared to their
peers’

The opportunity to avoid the evolution of two cortipg Internets — one wired and open,
the other wireless and closed — will be lost if @@mmission does not clarify a common
framework before true broadband-speed 4G netwokksvalely deployed over the next two
years. As a regulatory matter, this should natdrgroversial. The Commission has previously
determined that establishing a common frameworlalidsroadband access providers serves the
public interesf. Likewise, the Internet Policy Statement itselfkesno distinction between
technologies or platforms. As Free Press notets iex Parteletter last year:

Text and history demonstrate that the Internetdy@tatement has always

applied to all broadband technologies, includingeleiss networks. The text of the

Internet Policy Statement is technology neutraiteface, discussing the Internet and

“broadband networks,” not the wireline network agather specific technologies.

Wireless data services offer connections over yaad networks to the Internet, and are

thus included within the plain language of the Bpkbtatement. The history of broadband

deregulation also confirms the importance of tregtll technologies alike — the

Commission emphasized technological neutrality rgadlatory parity in the 2002able

Modem Orderthe 2003Nireline Broadband Ordethe 2008Broadband over Power
Lines Order and, most recently, the 20WVireless Broadband Declaratory Ruling

" SeeJohn Horrigan, Pew Internet & American Life Prajétireless Internet Usat 18 (July 2009) andome
Broadband Adoption 200@t 32 (June 2009).

8 Appropriate Regulatory Treatment for Broadband Asce the Internet Over Wireless Netwolk&, Docket No.
07-53, Declaratory Ruling, 22 FCC Rcd 5901, 59@25; paras. 55, 70\(ireless Broadband Declaratory Ruling);
see alsaConcurring Statement of Commissioner Michael J3qd. at p. 27 (“Now that IP-based wireless
services are classified as Title | information g9, the inescapable logical implication of oub2@ecision is that
the right to attach network devices — as well asdtner three principles of our policy statemenbw applies to
wireless broadband services.”)



[Citations omitted ]

Implementation and Evolution of ‘Any Device, Any Application’ Networks

The attached reportAny Device and Any Application on Wireless Netwohks
Technical Strategy for Evolutionpresents the results of an engineering evaluaticome of
the issues raised in the “Open IntermMg¢PRM. The report’s overall conclusion is that nothing
about the technology of today’s 3G and emergingvi@less data networks would preclude
compliance with the Commission’s six Open Intepaicy principles. The report describes
how the same technologies inherent in today’s mberoperable wireless environment can
within a relatively short time (12 to 18 months nmaxm) become almost completely
interoperable, assuming that industry chooses atvextoward openness — or is mandated to do
so.

The report is divided into two parts. The firsttsen focuses on implementation of an
‘Any Device’ environment consistent with the Comgi@’s longstandingarterfonerules that
are explicitly cited in the 200Biternet Policy Statemeas the basis for the third Internet policy
principle,viz. that consumers must be able to “connect theilcehaf legal devices that do not
harm the network The authors describe the feasibility of an ‘Anwi2e’ marketplace,
consistent wittCarterfone whereby devices are certified independently ofiess (by a
government or an independent third-party entitgld slirectly to consumers, and activated by
subscribers to wireless broadband access serficasgh a standardized interface, which could
initially be the insertion of a detachable SIM ardR-UIM card. Devices would be sold by a

range of retailers and resellers, including caaiditiated resellers, but the devices are not

° Ex ParteLetter by Free Press to Acting FCC Chairman Mitkzmpps, WC Docket No. 07-52 (April 3, 2009), at
2 [citations omitted from original].

19 FCC, Internet Policy Statemer20 FCC Rcd at 14987-88, para. 4.



locked to one network or blocked from other netvgorkAuthentication and identification of
individual subscribers on the network — and thbwsen priority of service — would be
transmitted from the transferable card, regardbésise device that the consumer decides to
safely attach to the network at any particular ton@lace. The report describes a continuum of
four different degrees of Any Device interoperdijlconcluding that all are technically feasible
(particularly on 4G networks) and should be accomtated. This evolution should begin with
existing 3G wireless technologies and ultimatdtyotigh software-defined radios, evolve to
permit the interoperability of all devices on amyreer's network.

The second section focuses on implementation GAhiay Application’ environment,
consistent with the first and second principleshefinternet Policy Statemeht The authors
describe the feasibility of application-neutralwetk management practices that can address
problems of periodic congestion in particular celisectors primarily through demand-side
pricing tiers and premium-service offerings thaoptize users based on consumer choice,
rather than discriminating amoa@plications or Internet services, based on carrier prefeence
The report defines an “Any Application” environmexst fundamentally application neutral:
network traffic is not manipulated on the basishaf type or source of application, content or
Internet service provider originating the commutiara and no traffic receives different priority
than any other, subject to the consumer’s abititgurchase a premium or guaranteed level of
service. In addition, applications requiring conbus data flows are not necessarily considered
harmful to a network, even if they do use extensmeacity, provided they are not unlawful or
malicious, such as spam or viruses. The use o&ddrside price discrimination on two levels —

macro (charging more for more total consumptiorr @a/period of time) and micro (charging

Y pid.



more for a guaranteed data rate that matches #termar’s preference for application QOS) —
are feasible traffic management practices condisteh the open Internet principles.
Commenters offer the attached analysis in the liogtet stimulates a productive
exchange of technical views and informs the Comiaiss effort to outline a workable
transition to a platform-agnostic implementatiortted six Open Internet Rules codified through

this proceeding.

Respectfully submitted,

Michael Calabrese, Esq.
Wireless Future Program
New America Foundation
1899 L Street, N.W ™4Floor
Washington, DC 20036
202-986-2700
calabrese@newamerica.net

January 14, 2010
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This Report presents the results of an engineennaduation of some of the issues raised
by the Federal Communications Commission’s “Opeeriret” Notice of Proposed
Rulemaking*? The Report suggests a strategy entailing a coasesvprocess for
evolving from the limitations of current locked acldsed wireless device and
application environments to a more open futurenassened by the “any device” and
“any application” portions of the Commission’s dr@fpen Internet rules. This Report
proposes:

An Any Device environment made possible throughrdtparty or FCC
certification.

An Any Application environment subject, where neszgy, to application-neutral
traffic management that is fully transparent arstidised to customers.

The Report was prepared in the winter of 2009-2048ndrew Afflerbach, Ph.D., P.E.,
and Matthew DeHaven of Columbia Telecommunicati©ogooration (CTC) at the
request of the New America FoundatidrSpecifically, this Report:

1.

Describes how technology can evolve and how nagraperable environments
can thereby become interoperable, assuming thasindchooses to evolve—or
is mandated to enable such evolution.

Describes how the existing certification procesgesk for wireless devices.

Proposes a conservative evolution of certificatiprocesses and mandated
technological changes to enable Any Device cediitsn independent of carrier
approval or veto. Based on the expected scheduiechhological advances, this
evolution should begin with existing 3G wirelessheologies.

Notes the clear feasibility of Any Device rulesyagn that more open practices
exist elsewhere in the world, and that even inWh®. there is some emerging
openness with respect to wireless devices, prignasl| a result of government
requirements and pressure from outside the wirel@sger industry.

Describes four different scenarios that are sonmetinalled Any Device regimes,
notes that all are not equal, and notes that “tethg in particular, is not a true
Any Device strategy.

12 ECC Notice of Proposed Rulemaking, 09-88the Matter of Preserving the Open Internet, Gbtket
No. 09-191, and Broadband Industry Practices, WCHK20 No. 07-52; released October 22, 2009.
13 With thanks to Shivani Gandhi and Arun Karthikeyanresearch and writing assistance.



6. Defines an “Any Device” environment as one in whidévices are sold by a
range of retailers and resellers, including casmiditiated resellers, but the
devices are not locked to one network or blockednfother networks. Devices
are certified independently of carriers, by a goweent or third-party entity, and
are activated using a standardized methodologyh aag by insertion of a
detachable card (SIM, R-UIM), or other entirelynséerable mechanism that
relies on software-based authentication.

7. Defines an “Any Application” environment as fundamtedly application neutral:
network traffic is not manipulated on the basistloé particular software or
application service provider originating or recatyithe communications, and no
traffic receives different priority than any othenless the prioritization is
voluntarily chosen by the consumer (e.g., through gurchase of a premium or
guaranteed tier of service). In addition, applmasi requiring continuous data
flows are not necessarily considered harmful toetwark, even if they do use
extensive capacity, provided they are not unlawfuinalicious, such as spam or
viruses.

8. Describes how elusive an Any Application environtnean be, given that
wireless carriers are technically capable of apetgf network management, both
in the radio frequency (RF) network and in the reetcore. Absent authority to
investigate, it is technically difficult or impo$&ée to determine exactly what type
of network traffic management practices are in usehow traffic is being
classified by the network operator for purposesnahagement—by information
source, by user, by application, or by contentppligation.

9. Proposes scenarios for how a carrier can manageeitgork in an application-
neutral way, according to the above definitionthea event that there may be valid
and necessary requirements for proactive manageofenetwork traffic. For
example, technology enables prioritization of useegher than applications,
based on transparent consumer pricing. This apjicaeutral prioritization
enables users who have paid for a higher tiermwiceto have higher priority and
thus potentially encounter less congestion at peaes—without any user
necessarily facing limits focused on the use oividdial applications.

10.Notes the importance of transparency of any trafimnagement practices, and
that full disclosure to government and consumerssiential, thereby allowing
informed decision-making by customers and, as altresarrier investment
decisions that take into account consumer knowledgeanagement practices.

11.Discusses technology evolutions (such as openimpgesfiously unused spectrum,
new 4G technologies, adaptive antennas, white spacel cognitive radios) that
will enable more capacity on wireless networks autiress concerns about
congestion that appear to motivate carrier oppwsitto Any Application
environments.

13
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Recent years have seen rapid advances in the tapslof Internet technologies and
wireless technologies. The Internet has evolveahagpen environment, geared toward
flexibility and ubiquity. The creators of the Intext did not design the Internet for a
particular application, and so it has evolved ipnadlictable directions, driven by
individuals, corporations, and governments alik&éaks grown in capabilities, speed, and
availability.

Wireless technologies likewise provide capabiliiefeard of 20 years ago. Personal
wireless phones are widely available in most coesf the world and are affordable to
the majority in the U.S.

Because it is more mature, the wired Internet le@s lzloser to the Internet ideal. While
there are some notable exceptibhasers of the wired Internet have enormous fleiybil
in operating applications on their devices and adlreir Internet connections. To a large
extent, this flexibility results from the evolutiaf the personal computer, and has been
further empowered by the proliferation of low-cbstme networking equipment and
compatible user devices. Once a marketplace ofycdistited, non-compatible
hardware, PCs have made great advances in affttgaoid flexibility.

Each computer can connect to a huge variety ofexttelevices, operate a wide range of
software (with many competing brands for each typa&pplication), and connect to any
available service provider available at the custopnemises (Figure 1). Through the
Internet service provider (ISP), the computer camect to any available content on the
Internet. If the user wishes to change serviceigesythe user can connect the computer
or home network to another service provider throagtandard Ethernet, USB, or WiFi
interface and will not need to purchase a new cderplf a user wishes to communicate
with or share an application with another user omeiatirely different type of computer or
operating system, the communication and sharindheppen seamlessly.

n the Matters of Formal Complaint of Free Press Ruablic Knowledge Against Comcast CorporationSecretly
Degrading Peer-to-Peer Applications and Broadbadddtry Practices Petition of Free Press et aD&mlaratory
Ruling that Degrading an Internet Application Viala the FCC's Internet Policy Statement and DodasVNeet an
Exception for “Reasonable Network Management,” £CFRcd 13028 (2008).

14



Figure 1. The Wired Internet and the PC

With advances in hardware performance, computers hacome more compact and
portable. The flexibility of the computer is avéila in smaller packages, approaching the
size of personal digital assistants (PDASs) and sptasne devices.

Many people take the current interoperable compengironment for granted—»but until
the 1990s the picture was different. Computer mactufers were separated into
separate, siloed groupings (Windows, Macintosh,XJ\ith separate types of
incompatible operating systems, applications, ardent. Some manufacturers
prohibited users from opening their computers aliraginon-manufacturer supplied
parts. Modems or peripherals were strictly for type of device, as was software.

The point is this: technology can evolve, and envanments that are closed, exclusive,
and non-interoperable can cease to be sbhis Report suggests that the FCC can
enable and facilitate technological evolution ia thireless realm through widely-
accepted communications industry processes sustaiadards-writing, certification, and
neutrality—and that transparency is essentialdohmical compliance and verification.
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Wireless technologies now provide many of the cdipals that were once available only
on fixed, wireline devices. Wireless users can thafinternet, receive audio and video
streams, share photos and video, connect to instassaging and social networking
applications, and obtain a rich range of applicetideveloped by both established and
emerging companies and by individuals (Figure 2).

Figure 2: The Wireless Internet and Devices

However, the environment around wireless devicH#erdifrom that of wireline in critical
ways that limits device capability and flexibilityhese differences are created through a
range of near-universal technology practices anmdi$g wireless carrierS. Specifically,
the carriers, in cooperation with their selectechuiacturers:

1. Provide almost all carrier-network wireless devitsonsumers.

2. Restrict the types of devices that can operatéein hetworks.

3. Limit the types of applications that can operate the devices and on the
networks.

4. Limit types of peripherals and outside devices tbamh connect to approved
devices.

5. Limit how devices can connect to WiFi, Bluetoothdather networks.

6. Restrict how devices can be used on other networks.

15 These practices are almost universal in the LuSnbt necessarily abroad, as is discussed fubsem.
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To some degree, some of these limitations resuh forocessing speed, miniaturization,
and software development; these limitations witréase or shift as the technologies
further mature, assuming that the carriers and faatwrers choose to allow such
evolving capabilities on the devices.

To a great degree, however, these limitations atens of business decisions rather than
technology needs, built into the devices by the ufesturers at the direction of their
customers, the carriers. In this way, these linaitegt are not required or fundamental to
the relevant wireless technologies—and there esistblished industry processes that
can, with appropriate direction, enable developnagat deployment of systems without
these limitations.

In the Any Device environment envisioned here:

1. Devices are standardized, manufactured, and coefigguch that consumer
purchase of devices is not necessityart of the same transaction as consumer
purchase of wireless service—in other words, thenmo technical bar built into
the device itself or its certification process thatuld lock the device to one
carrier or network or block its use on any othdwaoek.

2. Device developers and others can publicly obtdimedded information to build
devices that are able to use the full functionalityhe service provider network.

3. Devices are tested and certified by a governmerhiod-party entity to ensure
that they comply with industry standards and thalytdo not create harm to the
network.

4. Users can connect their certified devices to ariyworks matching the technology
of the device (GSM® CDMA,*"*®WiMAX, or LTE'®), needing only to provide
identifying information and means of payment. letlisers wish to switch

18 Global System for Mobile Communication (GSM) wastfideveloped in the 1980s and was standardized
by the European Telecommunications Standards ibsETSI) in the 1990s. Prior to the 1980s, each
country used its own specific cellular communicatsystem. In the mid-1980s, several European r&tion
began the process of standardizing digital cellsy@tems and, in 1992, ETSI was given respongibidit
finalizing the technical standards. In the U.S. AT and T-Mobile are the major GSM carriers.

" Code Division Multiple Access (CDMA) was developegQualcomm and standardized by the
Telecommunications Industry Association.
(http://www.tiaonline.org/standards/technology/cd®@®'cdma2000table.cinin cooperation with the
CDMA Development Grouphttp://www.cdg.org). The initial implementation of GSM and CDMA is
known as the second generation (2G) of mobile telclyy. CDMA is now used by network operators in
the U.S., Canada, Asia, and Latin America. In th®.[Werizon and Sprint Nextel are the major CDMA
carriers.

'8 The third generation (3G) of mobile technology esmts the evolution of those two protocols. The
GSM community developed the GPRS, EDGE, and UMTBrtelogies, while the CDMA community
developed CDMA2000 and EV-DO.

¥ The latest mobile technology development is caltenith generation (4G). It includes WiMAX (an
IEEE standard) and Long Term Evolution (LTE), irvelepment by the'3Generation Partnership Project
(3GPP). These technologies are intended to sufimreed of higher-data-rate applications.
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networks, they could do so by switching a smaladeéble security card with a
card from their new carrier.
To these ends, this section of this Report offleesfollowing analysis:

1. Notes the existing processes that have resultedrime openness with respect to
wireless devices, primarily as a result of governtmequirements or pressure
from outside the incumbent wireless industry.

2. Describes four different scenarios that are sonmeticalled Any Device regimes,
and notes that all are not equal, and that “tetlgétriin particular, is not a true
Any Device strategy.

3. Makes recommendations regarding certification pgses and how they can be
used to migrate to an Any Device environment.

! - #." # #H&"

An Any Device environment can be a simple evolutibthe existing wireless
environment. In some limited ways, the wireless eamications industry has adopted
some elements of Any Device through pressure abuarsorts, including the FCC
requirement for an open device environment forra gfahe 700 MHz band.

! # &" - 0 . /
#

An Any Device approach is hardly alien to the wess telecommunications industry. An
Any Device environment exists in many parts ofwgld where the GSM technology is
dominant, and where government mandates or cqoiaies enable consumers to
unlock devices so that they can be connected tc¢ampatible GSM network. For
example, in Brazil, Denmark, Finland, France, H&ag, Italy, and Romania,
government regulators limit how long a carrier n@gk a device or require that carriers
unlock devices upon request at the end of a cdantraSingapore, carriers are not
permitted to lock GSM devices. In Belgium, GSM aed are all sold without locks, in
compliance with anti-bundling laws. In Britain, Geny, Netherlands, Portugal, and
Spain, there is no formal regulatory requirement@vice unlocking, but carriers unlock
most devices if users have had the devices fovengveriod or have completed their
contracts.

The GSM standards for both the mobile core netvamidk the mobile subscriber device
enable interoperability between different vendaripment and network operators. The
development of a common type of Subscriber IdeMibgule (SIM) card, in particular,
provides GSM devices additional flexibility and wase of the main reasons for the
popularity of the GSM standard at a time when f@osuch common standard for
digital communication was available.
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The SIM card enables interoperability of devicesMeen different GSM service
providers. Users remove the SIM cards from thewiads and replace them with new
SIM cards from a different carrier—thus enablingrthto use the same device with
service from a new providé?.

It is entirely normal for consumers in other coigdrto connect their GSM telephones to
any carrier network simply by obtaining a carrieB8M card and inserting it into an
unlocked telephone. The device does not need tintan approved list of devices or to
have undergone any carrier-specific compliancengsthough it is tested for compliance
with the GSM technology standard. This open wireleyime was part of the vision of
wireless communications under the GSM mdddlhe proposed Any Device process
recommended here draws on this experience, and rdgrates how it can apply to
technologies beyond GSM and beyond voice.

rl ' 1/ % 2 # o] $
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As part of the latest 700 MHz spectrum auction,RB€ required licensees of the C
Block to agree to open device ruled/erizon Wireless plans to use this block for i@ 4
LTE deployment. To meet the FCC'’s requirement, Xricreated an Open
Development Initiative forum and has published technical specifications forghess
and manufacturers to develop network-compliant ki

Under this initiative, manufacturers comply witle ttechnical specifications and submit
their devices to Verizon for compliance testingv&al manufacturers, including Cisco
Systems and many smaller companies, have gonegtitbis process and certified
devices for use on Verizon’s CDMA network.

Relative to past practices, and the practicestadratarriers, the initiative provides more
public transparency into the requirements of thré@a which can then be reviewed
based on the need for the requirements and thaldeum they might present. In
contrast to a true Any Device environment, howethex,process is entirely in the hands

2 GSM standards require that all user informatior&@M devices be stored on a removable SIM card.
The SIM card contains an International Mobile Suiber Identity number, which enables the carrier to
authenticate the subscriber’s accotntip://pda.etsi.org/exchangefolder/ts 100927v07 @8 (accessed
January 4, 2010). It also contains a secret kepdtwork authentication and account information for
billing purposes and to enable a user’s subscriieedces. Thus, with GSM devices, subscribers cavem
all of their services to a new device by switchihg SIM card from one mobile device to another.Heac
GSM device also has a unique International Mobdeigment Identity number assigned by its
manufacturer, which GSM network operators can campanumbers in an equipment identity register
database to check the validity of the mobile device

ZLETSI. “TS 100 927 V7.8.0 (2003-09).” Technical Sifieation (2003).
http://pda.etsi.org/exchangefolder/ts_100927v07088df (accessed January 4, 2010).

#2Second Notice of Proposed Rulemaking, 07-182he Matter of Service Rules for the 698-746,-782
and 777-792 MHz Band®yT Docket No. 06-150, released August 10, 2007,
http://hraunfoss.fcc.gov/edocs_public/attachmatCl7-132A1.pd{accessed January 5, 2010).

% Verizon Wireless. “Verizon Wireless Open Developiniaitiative.” Website.
https://www22.verizon.com/opendefdccessed January 4, 2010).
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of Verizon Wireless, and requires testing by Veminoits laboratory, thereby placing
significant control and veto power in the handshef carrier.

I 4 H I % | #&"

Roaming is the means by which devices designegéoate on a particular carrier
network are also able to operate on other netw@dtner networks) that have
agreements with the primary carrier. In order tocessfully roam, a device must be
compatible with the technology type of the netw(CIOMA or GSM), and the roaming
partner must be able to verify that the user ib@uged. Both the CDMA and GSM
standards specify technically how roaming occund, specify the roles of the
participating carriers. Most carriers have roamaggeements in order for devices to
continue operating outside their service areasdawites transparently roam as needed.

However, the fact that roaming is possible is mwags sufficient to provide full
portability of a device from carrier to carrier. Ag@l be discussed below, in the case of
CDMA devices, the carrier controls the securitykeythe device. When roaming
occurs, the roaming network verifies the identityhe device by communicating with
the primary carrier but does not itself have actesbe key—authentication of the
device is always linked to the primary carrier,asd the device has a Removable User
Identity Module (R-UIM¥* card that can be replaced with a card from anatheier.

'S5 # 6. &

U.S. carriers have different spectrum assignmentsfierent parts of the country. As a
result, many carriers must use devices that caratgen both the Cellular and PCS
bands to provide seamless, ubiquitous coveradeeiousers. For example, if a carrier
operates services in both the 800 MHz and 1900 kidrls in major metropolitan areas
but only uses the 800 MHz band in rural areas, tleaices need to operate in both bands
to use that carrier network. Dual-band functioabtalso necessary if a carrier supports
roaming to provide service when customers are us@wires outside the carrier’s service
area.

Cellular networks outside the U.S. operate on dhffiefrequency spectrum altogether, so
using a phone in Europe, for example, may requiteast tri-band capability. Some
devices support quad-band frequencies, which aperaevery band currently used
worldwide and thus allow seamless use of the dewideerever a user may travel.

Some carriers offer “world” devices with electram@nd software for operating on both
CDMA and GSM networks. These “multi-protocol” descenable CDMA users in the
U.S. to use either CDMA or GSM services in otharrdaes through roaming
agreements with other carriers. If the carrier akdothe device, the user can switch SIM
cards and operate the phone on any GSM netwotkeitl.S. or internationally.

2 R-UIM cards serve similar purposes in CDMA netvsitk China, India, and Thailand as do SIM cards
in GSM networks globally. These cards are not culyaised by U.S. CDMA carriers.
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In an Any Device regime, multi-band and multi-prmabdevices offer a broader range of
technical abilities to make a device portable frame carrier to another. For example,
existing

“world” devices, if unlocked by the carrier, argpeble of operating on the network of
any GSM provider (with the appropriate SIM cardisthe primary CDMA carrier and
any CDMA roaming partner of that carrier. Futureides incorporating R-UIM would
have portability to any GSM or CDMA network withetlappropriate R-UIM or SIM

card. Devices including LTE and WiMAX would be aliéeconnect to those networks as
well.

As software-based devices are introduced, it vélpbssible to incorporate this
functionality in software rather than in separasaedaware modules within the device, and
potentially the functionality of the detachabledcaan be performed by software as well.

This type of device would provide the ideal leveirderoperability—enabling the
manufacturer to offer a single device for any nekywand enabling the user to switch
from network to network.

I - ) # *TH&" #

From a technical standpoint, there exist a rangmtdntial Any Device approaches, but
they are not equal or comparable. Most signifigaritethering” should be distinguished
from a full Any Device environment: tethering erebtonsumers to tether any device to
a carrier-approved and -limited device—not to teevork—such that the carrier-limited
device mediates and limits the capabilities oftdtbered device. This “any device”
regime is dramatically different in technical etféa an environment in which a
consumer has a true choice of attaching Any Detid@ny current or future service
provider, out of the box, as in a wireline enviramh

The following describes four distinct Any Devicevennments, in order of levels of
interoperability, beginning with tethering, thedeapen of all, and ending with an open
Any Device environment akin to the one that existwireline:

1. Tethering a device through a standard interface

2. Connecting Any Device to any single carrier network

3. Connecting Any Device to any carrier network thaesia common technology
such as CDMA or GSM

4. Connecting Any Device to any network regardlessvbkther the carrier uses
CDMA or GSM

' &"

A device can connect to a wireless carrier datevorkt by tethering through a standard
interface (Figure 3). An example would be to con@egersonal computer through its PC
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Card or USB or Ethernet interface to a wirelessgtlonr wireless phone. From a purely
technical perspective the user can use any neteayhkble application on the personal
computer. Because the personal computer is corthéuteugh a standard interface,
neither the computer nor the device need “knovi§ @n a particular carrier network—
the device simply connects through the interfack@erates according to the
instructions in the software and device drivers.

However, tethering is limited because it is costigpnvenient, and less functional than a
single integrated device. As a result, network siselying on tethering are generally
receiving an inferior experience to those usingnéegrated device, and an environment
that purported to achieve Any Device through tetttgealone would create an unfair
disadvantage for non-carrier-provided devices.

The user relying on tethering would not be usingyAevice” but would be required to
use a carrier-provided device. The user would neguairchase the device, with a cost
ranging from approximately $50 to hundreds of dslld ethering users do not have the
easy portability of a single integrated device aray need to separately connect power to
the separate device. The user will typically neethstall device drivers and make the

two devices compatible and synchronize them. Tle isssubject to the technical
limitations of the physical interface of the teihgrdevice and any potential data
transmission controls on or impacting the tethedagice put in place by the carrier—
including incremental buffering delays, intentiobalffic blocking, or speed reduction.
Some carriers prohibit tethering under the termtheir subscriber agreemefits.

Figure 3: Tethering a Device to a Mobile Network

r #H&" # + 38

% For example, T-Mobilehttp://www.t-

mobile.com/Templates/Popup.aspx?PAsset=Ftr_Ftr J&nadConditionsaccessed January 4, 2010) and
AT&T (http://www.wireless.att.com/cell-phone-service/ldolan-terms.jsp#dataccessed January 4,
2010).
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The next level of interoperability would be for @nufacturer to be able develop a device
independently of any service provider and to atéivvand operate that device on a single
service provider network. This does not necessadityfer any ability to operate the same
device on multiple networks—for example, a devetapeuld only be able to create a
device exclusively for use on the Verizon Wirelasswvork. The device manufacturer
would need to comply with applicable industry amdernment standards. Users of the
device would purchase it through a retail outlelipfv a connection/installation
procedure, and connect it to the network. The egdsrcompatibility requirements and the
connection and installation procedures would belava without restriction to the
manufacturer and the user, and the device woulti@ed to go through a carrier-run
review process. Compatibility requirements wouldibvgted to preventing harm to the
network and other users.

4 #&" #+ 3 8 /1 #
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The next level of interoperability would be for @anufacturer to develop a device
independently of any service provider and to até\eand operate that device on any
network using a compatible technology (see Figuaeddiscussion of GSM and CDMA
above). The device manufacturer would comply wighlable industry and government
standards, and users of the device would purchaiseugh a retail outlet, follow a
connection/installation procedure, and connedbéonetwork. The carriers’ compatibility
requirements and the connection and installatioegumures would be available without
restriction to the manufacturer and the user, Aedievice would not need to go through
a carrier-run review process. Compatibility reqoiests would be limited to preventing
harm to the network and other users. The advahatvesto Section 2.2.2 is that the
manufacturer could make a single device that opdratr a wider range of providers and
that could also be portable among multiple serpiawiders—the user would no longer
need to obtain a new device to connect to anotterce provider (although the user
would be limited to a service provider that uséschnology type that is supported by the
device).

One way to achieve this level of interoperabilgyto use a small, carrier-specific
detachable card inserted the device. The differbet@een this approach and tethering is
that the card is a much less expensive and cumierdevice than the tethering device.
It costs only a few dollars, is contained entir@lyhe form factor of the device, requires
no external power or drivers, and does not redoeepeed of the device. If a user
wished to connect to a different network, the wseuld simply obtain a card from that
other carrier and switch the card. An example & dpproach is the current use of
Subscriber Identity Module (SIM) cards in the GSMhnology used worldwide,
including in approximately half of U.S. carrier-pided wireless devices (Figure 4).
Another is the R-UIM (Removable User Identity Moelutard used in CDMA networks
in China, India, and Thailand (and potentially ami@n for the other wireless networks in
the U.S.).
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Figure 4: Use of SIM Card to Obtain Connectivity toMobile Network

Figure 5: Any Device Connectivity to Any Network Usng Either GSM or CDMA
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The next logical step would be for a manufactuoestdvelop a device independently of
any service provider, and for that device to atéivand operate on any service provider
network (Figure 6). This could be accomplishedripjuding software and hardware in
the device that is compatible with all of the aabie technologies and service provider
networks. This may be a longer-term objective,rhay be more achievable 1) as
hardware becomes more miniaturized and less exmeryiif Universal Integrated
Circuit Card (UICC) devices compatible with both B and GSM are deployed, 3) if
devices with multiple slots (for GSM SIM and R-UlM)e available, 4) as software-
based radios make compatibility through softwareenieasible, or 5) if a single
technology becomes dominant in the wireless malketp

Figure 6: Any Device Connectivity to Any Wireless Mtwork Regardless of
Technology
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Enabling evolution of standards entities and preegscan result in an Any Device
environment in which the device certification preges transparent and independent of
any single wireless carrier.

The standards-writing and certification processegelalready enabled significant
potential device interoperability within technolegj either GSM or CDMA, and can be
further utilized to enhance this interoperabili®g a result of the standards-writing and
certification processes already in existence, aBi@evice is technically capable of
operating on any GSM network; similarly, any CDMAwite has the technical capability
to operate on any CDMA netwofR While the existence of these two different
technology platforms is a limit to full interoperty between the two platforms, the
existence of standardized technologies can mgkesigible for a device to operate on
several networks within each platform, and creatb|amework for creating devices
independent of carrier involvement.

14 -
In current U.S. practice, wireless devices ardfeadton three separate levels (Figure 7):
1. Compliance with industry technology standards

2. Compliance with FCC rules
3. Compliance with carrier requirements

% Current U.S. CDMA devices have limited portabifitgm one CDMA network to another CDMA
network, however, because of the carrier and sidesadentity components built into the devices.
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Figure 7: Current U.S. Wireless Device Certificatio

First, the device is independently certified as tingethe GSM or CDMA protocol’'s
standards.

Both GSM and CDMA are mature technologies goveimedtandards-making bodies.
GSM network and device standaftare established by the European
Telecommunications Standards Institute (ETSI) ahiddiGeneration Partnership Project
(3GPP). CDMA standar@%are established jointly by the Telecommunicatiwkistry
Association (TIA) and the CDMA Development GrouDG).

These industry technology standards encompasga wrspecifications and operating
processes, including:

273GPP. “TS 151 010-5 V8.3.0 (2009-10).” Technigaédfication (2009),

http://pda.etsi.org/pda/copy file.asp?Action_typéwfion Nb=&Profile id=N3nr,CVNHt nbViYcdvXo
XiZoxpnSGc91&WKki _Id=V2rcsJRMZu364ACByJ5(accessed January 4, 2010).

B TIA. “ANSI/TIA-98-F-1-2006.” TIA Standard (2006).
http://www.tiaonline.org/standards/technology/cd®@®documents/tia-98-f-1_final for publication.pdf
(accessed January 4, 2010).
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RF physical-layer behavior, including modulatiord amon-interference
Minimum recommended functional standards for bésgons
Minimum recommended functional standards for motddeices
Device provisioning and authentication requirements

Signaling and network access requirements

Optional features, such as locking devices to fhexator network

QA ONE

The GSM and CDMA certification organizations ared@ap of wireless carriers, device
manufacturers, and other related parties. Theg fabt devices to ensure that they meet
all standards for that technology.

GSM devices are certified by PTCRB, an organizatiat was created by wireless
carriers and is administered by CTIA, the industtyade associaticii.The devices are
certified based on the requirements specified@3BPP test cases to verify that they
operate as expected. Certification is performe@Ti@RB-accredited labs. Even a pre-
certified module needs to be submitted to PTCRBaffinal approval and se3l.

CDMA devices are certified by the CDMA Certificati¢-orum (CCF), which ensures
that all certified devices are manufactured pemtidmum standards specified by the
TIA and adhere to the performance, signaling, aplieation test cases.

! " #

Second, the device is certified by the FCC. FC@fation currently involves meeting
the requirements set forth in the frequency licegsind 911 requirements. The FCC also
evaluates devices to ensure that they comply véthdsards for output power limits, RF
emission levels for human safety, and interference.

By means of this existing process, the FCC is diréa the business of certifying that
devices comply with a range of safety regulati@sswell as with the protections the
FCC extends to carriers through frequency licensipgptections, from such things as
interference, that enable carriers to operate mésnvo commercially viable and reliable
ways.

%& #

2 PTCRB. “Welcome to PTCRB.” Websithttp://www.ptcrb.com/index.cfm?tab=abdaiccessed January
4, 2010).

% The 7 layers group. “PTCRB Certification Servita¥ebsite.
http://www.7layers.com/PTCRB_index.afrcessed January 4, 2010).

31 CDMA Development Group. "CDMA Certification Forumihe Official Test and Certification Forum
for All CDMA2000 Devices." Device Test and Certditon Fact Sheet (June 2009).
http://www.globalccf.org/CDG_Retirement.pccessed January 11, 2010).
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Finally, carriers typically require that each devize certified to meet the wireless
carrier's own specific requirements before theieaaccepts the device for operation on
its network. Carrier certification involves the s criteria developed by each
individual carrier in its sole discretion. For exaley Verizon Wireless specifies details
about the handoff criteria between 1XRTT (2G) ax@\M-DO (3G) and between the
specific frequency bands used by Verizon Wireféghe specific criteria are not
mandatory industry requirements, but Verizon judfesn important to ensure
successful handoff between sites. Verizon alsoiregjaevices to have a USB port for
tethering and device maintenance.

AT&T’s Specialty Vertical Device Certification Progm requires enhanced network
selection (ENS), which enables a device on AT&Téswork to identify a site formerly
owned by Cingular (with which AT&T merged) as a the’ location, not a roaming
network> It also requires use of “a radio module that heenbpreviously certified by
AT&T.”

Many of these requirements are not extensive dicdif for a manufacturer to address
and may simply be specific settings chosen withéteadards-compliant device. Some
may appear to be more restrictive (for exampleydlg@irement for a “radio module
previously certified by AT&T”), and it is not obvirs how critical they are to preventing
harm on the network, or whether a more flexiblerapph can be equally workable. In
any case, both AT&T and Verizon require testingwnttheir own labs, using carrier-
designed test plans, and the carriers have theviora on whether a device is allowed
on the network.
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Through additional standards development and iegulttertification, required device
functionalities can expand to enable third-partstiied devices to operate on carrier
networks without carrier-specific certification tegements (see Figure 8). The process
will afford device developers access to a fulldfatequirements for a device that is ready
to connect to any provider network. It will spec#ypublicly available test plan to verify
this functionality. All testing will be performedybthird parties not affiliated with
carriers.

Under this plan, the developer will have access till, publicly available standard,
incorporating the existing standards and any aultadi requirements to prevent harm to
carrier networks or other users. In this way, theeless standards will be comparable to
the Data over Cable Modem Service Interface Smetiin (DOCSIS) that enables a
customer to buy a DOCSIS cable modem, use it orcahle system, and switch it from

32Verizon Wireless. “Verizon Wireless Open Developiiitiative.” Website.
https://www22.verizon.com/opendev/Forum/developecuinent_archive.aspx (accessed January 4,
2010).

3 AT&T. “Welcome to the AT&T Specialty Vertical Desé Certification Program.” Fact Sheet (2007).
http://developer.att.com/devcentral/go_to_marké¢igmise_software_certification/docs/SVD_Welcome_
Kit_Electronic_Version_with_Hot Link.pdfaccessed January 11, 2010).
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system to systerif. The developer will submit the device for testingtbe FCC and by
the appropriate third-party entity. As with manypleamodem network operators, carriers
may still elect to publish a list of compatible dms for which they will provide support
(although, strictly speaking, this “support” shouldt be necessary for a device to be
technically compatible with the network). In theseaof cable modems, network operator
support of particular cable modem models is extensind does not seem to have
hindered the highly competitive development of eablodem user hardware, as the
DOCSIS standards are openly available, detailed, @designed to enable backward
compatibility between different versions.

Once the device is certified, it will be legal tllghe device and activate it on networks
compatible with that device’s wireless technologyet Users will obtain the device at a
range of online or traditional retail outlets or the Internet. The user will activate the
device according to publicly available instructions

On GSM networks, the most straightforward mearectivate the device will be to insert
a Subscriber Identity Module (SIM) card from therea of the user’s choice. SIM cards
are already used on all GSM devices.

On CDMA networks, an ideal outcome will be for wsép obtain from the carrier and
insert into the phone a Removable User Identity MedR-UIM) card, a removable card
used in CDMA networks that holds user identificataata and user-input data, much as
does the SIM card on GSM networks. R-UIM cardsrarecurrently widely used in the
U.S., but are in wide use in China and Intfia.

R-UIMs are not the only conceivable means of adhg\Any Device in CDMA, but
adopting R-UIMs has several concrete advantagesuse they create a clean separation
between device and carriand they are already proven and mass-producedptifdo
R-UIMs can also help carriers avoid a potentialkfeasive and complex process of
determining how to securely share security keysCMA devices, as discussed in
Section 2.3.4. The separation of device and camievides the option for equipment
manufacturers and retailers to sell, and usersuyp &ff-the-shelf devices that are “plug
and play” and do not require permission from theiees, as is the norm for PCs and
wireline ISPs.

To reach this process, the government or a thirtpentity (potentially the entities
developing the existing wireless technology speations, or the Internet Engineering
Task Force (IETF) developing the Internet standavd#i need to review the current
carrier-specific requirements and 1) evaluate ttterg to which these prevent harm to
the network and 2) update them to include any amwdit requirements that can be

% The wireless standard, however, would be tailooegich of the wireless technologies (CDMA, GSM,
WIMAX, and LTE).

% Samsung India. Samsung Duo Product Descriplitip://www.samsungcdma.in/samsung-duo-cdma-
mobile-phone.aspfaccessed January 11, 2010).

3% Adopting R-UIMs can also help carriers avoid agptially extensive and complex process of
determining how to securely share security key€DBIMA devices, as discussed in Section 2.3.4.
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justified to prevent harm. If the requirements ac¢ necessary to protect the network
from harm, they should be eliminated. The governnoerhird party will also be able to
evolve the standards, as called for by changegnliy technological evolution.

Carriers will still have the capability to requiparticular settings of standards-compliant
equipment, such as carrier-specific information ubooaming, and these can be

incorporated into a firmware or software updat¢hattime of activation or direct entry
by the user.

Figure 8 illustrates the existing and proposedfeasation processes.

Figure 8: Summary Comparison of Existing and Proposd Certification Processes

31



44 " #HE&" o "/

Because they have detachable SIM cards, GSM teafndevices have the lowest
technical barrier to an Any Device regime and tf@eethe most straightforward path to
compliance. If a GSM device is unlocked by theiearany functions relating to user
identification, billing, and authentication can switched simply by switching the SIM
card to a SIM card from a new catrrier.

In the U.S., T-Mobile offers its services to sulidsers both through carrier provided
devices and through carrier-provided SIM cardsuBssriber with a GSM-capable
device can obtain services through T-Mobile, evehd device were purchased from
AT&T or from a carrier outside the U.S. AccordirmyT-Mobile, roughly one million
iPhones already operate on its network, along miémy other “grey” devices, and T-
Mobile takes steps to accommodate tHés of this writing, AT&T does not offer this
type of service.

The GSM standards for both the mobile core netvamidk the mobile subscriber device
enable interoperability between different vendaripment and network operators. The
development of a common type of SIM card provid&V3levices additional flexibility
and was one of the main reasons for the populafitie GSM standard at a time when
no other such common standard for digital commuitnavas available.

The following practices are recommended to endwakthe Any Device vision of the
FCC’s Open Internet NPRM works in a GSM environment

NOLE:

In the Any Device environment envisioned here, G&briers will be able to continue
using the same types of devices and networks, thérexception that they also sell their
service to their customers through SIM cards, a$ agethrough providing devices. By
taking this step, carriers will separate the offgrof the device from the offering of the
service.

All carrier-specific information and functions witle in a physically separate card that
can snap in and out and could be moved to a sepdesice.

Customers should not be allowed to be treated rdiitly based on whether the
customer’s device is carrier-provided or custonmewued with a carrier SIM. This
would be a change in business processes but weqidre no new technological change
or evolution.

Existing GSM standards require that all user infation on GSM devices be stored on a
removable SIM card (Figure 9). The SIM card cordan IMSI (International Mobile
Subscriber Identity) number, which enables theieato authenticate the subscriber’s

37 T-Mobile engineering staff, in discussion with tiew America Foundation and CTC, December 16,
20009.
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account® It also contains a secret key for network authation and account
information for billing purposes and to enable arisssubscribed services. Thus, with
GSM devices, subscribers can move all of theirisesvto a new device by switching the
SIM card from one mobile device to another. EaciMG@f@vice also has a unique
International Mobile Equipment Identity (IMEI) nurabassigned by its manufacturer,
which GSM network operators can compare to numiness equipment identity register
(EIR) database to check the validity of the mob#eice.

Figure 9: Functionality of Wireless Device and Detehable SIM

Technically speaking, the SIM card enables interaipiéty of devices between different
GSM service providers. Users could then removesiMe cards from their devices and
replace them with new SIM cards from a differentiee—thus enabling them to use the
same device with service from a new provider.

*)--

Carriers are technically capable of locking devisgsh that they cannot be transferred to
another carrier. In the GSM world, this practicalso known as SIM-locking. Locking is
a competitive tactic that prevents users from dvinig the device to other carrier by
removing the SIM card and replacing it with a Sildrh another carrier. It is done by
programming the device before it is sold.

BETSI. “TS 100 927 V7.8.0 (2003-09).” Technical Sifieation (2003).
http://pda.etsi.org/exchangefolder/ts_100927v07088df (accessed January 4, 2010).
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Locking of a device is a technical mechanism thaised as a business and sales
mechanism; it is not necessary for the functiormhthe device and is not related to the
authentication/identification function of the SINrd itself.

In the U.S., almost all GSM devices are sold locke€l&T’s current policy is to unlock
phones upon request after the contract term is mpvith the exceptions of iPhones,
which are never unlocked in the U.S. under AT&T¢gsesement with Apple, and T-
Mobile’s general policy is to unlock devices upequest if the user has been a customer
for 90 days or mor&

Carriers can unlock a device over the air, at eestar by sending the user a code by
email to enter into the device. Once a device leak®d, the user can insert a different
SIM card and be activated as a customer on ano#nger network?’

'S # + % & #

Any technical requirements for devices beyond tkistieg GSM standards required to
operate on a network will be purely functional amgproved by third-party technical
experts in a public forum. They will be public,isgparent, and incorporated into an Any
Device GSM certification process and testing byiedtparty entity. It should be noted
that few enhancements should be needed—T-Mobilertephat many “grey” devices,
including devices obtained internationally and owere million unlocked iPhones,
already operate on its network without causing h#rm

, ("$ # ! *

Carriers may add carrier-specific configurationghest time of user activation and may
also provide software and firmware updates to enetadevices. These may include, but
not be limited to, changes to allow devices to new spectrum, updates in roaming
profiles, and updates to software and operatintesys These should provide the same
functionality to Any Device GSM customers as to tousers with carrier-provided
devices.

45 " #H&" & "/

Implementing Any Device is more complex with CDMéchnology, because the
authentication of the device is not detachable ftbendevice as it is with GSM. U.S.
CDMA devices do not have a detachable subscrilestity module containing all
carrier-specific information. Instead, the manufiaet has supplied the encryption key of
the device with the device, and both the key aeditvice are the property of the carrier.

39 T-Mobile. “Ask T-Mobile: SIM Cards and Unlockingyr Phone.” Websitéttp:/search.t-
mobile.com/inquiraapp/ui.jsp?ui_mode=question&qieestbox=unlock(accessed January 4, 2010).
“OETSI. “TS 101 624 V7.0.0 (1999-08).” Technical Sifieation (1999).
http://pda.etsi.org/exchangefolder/ts_101624v07pQ0f (accessed January 11, 2010).

“1 T-Mobile engineering staff, in discussion with CT@ecember 16, 2009.
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In the existing environment, each CDMA device isigised a unique ESN (Electronic
Serial Number) and a set of compatible A-Keys lgyrttanufacturer. The authentication
process for CDMA devices requires matching the B8Mber with a compatible A-
Key.*? The manufacturer provides the devices and corpaiitieys to the carrier.

When a user requests activation of a new devieecarier asks for the device’s ESN
and matches it with the data in the carrier’s Antlwation Center (AC), then matches the
A-Keys in the AC and the device to authenticate arttvate the device.

Currently, CDMA carriers maintain databases ofE®Ns of devices that they or their
resellers have sold but do not include ESNs frameio€DMA devices in their databases.
To use a CDMA device on a different carrier's neteya user would need the new
carrier to accept the device ESN and would neeabtain a compatible A-Key.

. # *

A manufacturer can create a fully-portable CDMAnieawork by using a detachable,
carrier-specific R-UIM card, comparable to the GSMI. This is the standard practice
with CDMA devices in China and India, and R-UIM darare already mass-produced by
Gemalto and Oberthur, the leading manufacture@33¥1 SIM cards. It is also possible
to have a UICC that could allow devices with botBN6and CDMA electronics to
interoperate on GSM and CDMA networks. Similarhere are phones that can support
multiple cards (R-UIM and SIM)—three in some phanes

The following practices are recommended to make Bayice work in a CDMA
environment:

: + & #

First, a third-party technical working group wilkamine what technical requirements
may be needed for devices beyond the existing CDdeldards in order for generic
standards-compliant devices to be connected tcCa&nyA network. These requirements
should be purely functional and approved by thiadtyp technical experts in a public
forum. They should be public, transparent, andripoated into an Any Device CDMA
certification process and testing by a public arddparty entity. Potential additional
requirements may include requirements for facihigatroaming between 2G and 3G
technologies and specifics for selection of theieds frequency bands, but should be
limited exclusively to requirements that reduceeptil harm to the network or other
customers. This will require an expansion of scop@n existing third-party working
group with this authority, and may require a fewntig of activity to review the existing
Verizon Wireless CDMA open development documentatod requirements of other
CDMA providers in the U.S.

*2 Qualcomm. “CDMA 1xRTT Security OverView.” White Per (August 2002).
http://www.cdg.org/technology/cdma_technology/whigapers/cdma_1x_security overview.fafcessed
January 4, 2010).

35



% # *

Carriers will be required to migrate from an enmimeent where all information on the
subscriber is linked to an ESN number on the detacene where the information is
linked to an IMSI number associated with an R-UIMWCC. In addition to the IMSI
number, the R-UIM or UICC will contain the authat services, and any carrier-
specific information. The CDMA device itself willebassociated with an MEID number
analogous to the GSM IMEI number, correspondingatoentry in a global device
database.

Removable cards can enable the operators to diétadecurity functionality from the
devices, providing CDMA users with the same potigtibetween carriers (and in device
upgrades) as GSM users.

In the Any Device environment envisioned here, iearor non-carrier CDMA device
manufacturers offer their devices with R-UIM or WGlots, and upon activation users
will insert a carrier-provided R-UIM or UICC. Custers will not be treated differently
based on the origin of the device or whether tl&tauer’s device has an R-UIM card.

Based on the experience of China and India, it deetuire a full product development
cycle—approximately one year to 18 months for easrito migrate to card-based
authentication on all new devices they provide, Bmxdnanufacturing and testing to be
completed. The main challenge is in the changehef authentication procedure and
databases, which may also affect how billing is edoihe main effort will be in
information technology processes of the carrférs.
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Carriers may, at their option, add configuratiohghe time of user activation and may
also provide software and firmware updates to enstadevices. These must provide the
same functionality to R-UIM/UICC customers as tostouners with carrier-provided
devices.

These may include, but not be limited to, new ragmprofiles, activating new device
functions, and activation of new spectrum channels.
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An Any Device environment necessarily changes dlettive roles of carriers,
manufacturers, and consumers with respect to devides carrier will retain existing
roles with respect to network and subscriber ses/iiut some device-related activities
will move to the user, the device manufactureia thiird-party entity. Indeed, device-

3 Gemalto technical staff, in discussion with CT@qpuary 7, 2010.
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related roles will evolve to look more like the apenvironment that has been so
successful with personal computers on the wireekihet.

In the current environment, carriers have a sigaift role beyond simply operating the
antennas, backbone, and infrastructure (FigureTl®se roles are related to the network
and subscriber services, and to devices on theonketw

Figure 10: Existing Carrier Roles

Carriers’ current device-related roles include offg wireless devices for sale in carrier-
operated retail outlets or through carrier-autteatizesellers; selecting devices that are
certified according to industry standards, FCC meguoents, and their own network
requirements; activating devices for use on thevor, either at the point of sale or with
the user contacting a customer support agent izaéeta device that has been delivered
(e.g., one that was purchased online from a thandypseller); and performing firmware
and software upgrades.

In the current model, users find that the line lestcarrier and device manufacturer is
more blurry than in wireline communications andesthreas of information technology.
For example, the device is almost always purch&sed the carrier or a carrier-
authorized reseller. Devices are frequently label#l the logo of the service provider.
If a user experiences a problem with a devicepytd®s can first contact the carrier to
address the problem. A carrier problem might inelad error in provisioning service to
the device, network coverage problems, and probieitisbilling. A device problem
may be a hardware or software fault in the devidie carrier identifies the problem as
a device fault rather than a network problem, tiiencarrier might offer a replacement
device based on the user’s contractual agreemetite aiser may need to work with the
device manufacturer for a repair.
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In an Any Device environment, the carrie

I's netwoekated tasks will not change, but

there will be some shift of device-related rolesnanufacturers and consumers (Figure

11).

Figure 11: Table of Evolution of Car

rier Role in Any Device Environment

Current Environment

Any Device Environment

Wireless devices for sale in carrier-operated
retail outlets or through carrier-authorized
resellers.

Devices are sold by a range of reseller and

retailers, including carrier-authorized reselle
but the devices are not locked to one networ
or blocked from other networks. Carriers are
still able to sell devices, but cannot use sale
services to give them an advantage over

Devices certified according to industry and
FCC standards and by carriers in their
laboratories. This involves ensuring that
devices have properly obtained certificationg
from industry-accepted organizations such a

the PTCRB and CCF and from the FCC prior

to any carrier-specific lab testing on the
devices, including for E-911 compliance

Devices certified independently of carriers, b
a government or third-party entity.

competitors who sell devices without service.

S,
k

of

Devices activated either at the point of sale,
with the user contacting a customer support
agent to activate a device that has been
delivered (e.g., one that was purchased onlir
from the carrier or a carrier-authorized
reseller).

pDevices activated using a standard
methodology developed by the third-party
entity, similar to the current activation for a
d@lelivered device. All activation to be
accomplished by inserting a detachable carg
into the device, or other entirely transportabl
mechanism (e.g., software-based
authentication).

4%

Carriers may perform firmware and software
upgrades.

Carriers may continue to offer upgrades and
updates, but these may become more the

operating system developer, and the user.

responsibility of the device manufacturer, the

D

Carriers must ensure that users can obtain H
911 functions, which includes making
connections to the correct dispatching cente
and providing geolocation data.

-E-911 continues to be one of the carrier’'s
responsibilities, provided that the user devic

- are certified by the FCC and the third-party
entity. The carrier will not be liable for E-911
problems caused by device-related failures ¢
incompatibility.

Dr

Carriers operate a backbone network betweg
base stations and switches and the outside
telephone network and the public data netwq
Connections must be able to scale with dem
for capacity.

M he backbone network continues to be a cal
responsibility.
rk.

and

rier

In an Any Device environment, the carrie

r custosmwvice model will resemble the

model of the wired Internet—and consumers will ljkeecognize and adjust to that
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model in the wireless market. The role of the eawill be to ensure that there is
connectivity to the device—that the device is dblplace calls, and that there is basic
packet data connectivity. Problems with hardwailer@ operating system, and device
applications would not be the responsibility of tagrier. Customer service agents—in
stores, on the telephone, and online—can be expéxtee trained in basic
troubleshooting in the major operating systemss dse current practic&.It would not

be feasible for carrier customer support to trositd®t problems at the application layer
(Facebook, Pandora), nor is it current practiceafoy wired or wireless carrier to do so
and nor do consumers expect carrier support ofcgins.
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In the Any Device Environment, the user would pdavthe carrier with identification
and billing information (or prepayment) when pursing a pre-provisioned SIM, R-
UIM, or UICC, which would be done online or at gaitoutlet. The card would contain
an application that can obtain the identificatioformation from the device once
inserted, connect the device to the carrier netwamkl prompt the user for a code to
ensure the authenticity of the user, similar talitreard activatiorf®

Comparable practices have long existed in analogodsclosely-related technology
environments. As cable modems began to develop umaoordinated environment in
the 1990s, CableLabs, the cable industry techaidaisory entity, worked to develop the
Data-Over-Cable Service Interface Specification®@3I1S) industry standard. The
objective was to create a platform that would eaalhé cable industry to have an
interoperable set of modems and headend equipmdrd aommon development path
that would not be tied to any particular manufagtu©ther benefits included the
capability for users to purchased standards-comipdiavices in retail outlets, and for
cable modems to become low-priced commodities adaego the broader public.
Today, all cable modems used by major operator®&@ESIS compliant, and modems
are available in retail outlets and on the Interqietr self-installation, or for sale or
installation by the cable operator.

The technology used in cable modems includes thalxhty to identify that a new cable
modem device attempting to connect to the netwegtandards-compliant, issue
temporary credentials to the device, assign thecddwo the appropriate channels on the
network, and establish IP connectivity to the dedfd=rom there, the carrier can provide
an unrecognized user with access to a signup Wgd, pad take payment and other

“ A carrier might not provide customer support fmubleshooting network connections to a new or
uncommon operating system. It should not be a remént for a carrier to do so. As on the wiredrimég
the onus of early adoption falls on the user, tlamufacturer, and the developer. Of course, in a
competitive marketplace, robust support for a bn@adje of products and system can be a significant
competitive advantage and selling point for a earri

“5 Gemalto technical staff, in discussion with CT@nuary 7, 2010.

“6 CableLabs. “Data-Over-Cable Service Interface Sipations, DOCSIS 3.0: MAC and Upper Layer
Protocols Interface Specification (Document Contomber CM-SP-MULPIv3.0-111-091002).”
Technical Specifications (2009)http://www.cablelabs.com/specifications/CM-SP-MULB0-111-
091002.pdf(accessed January 4, 2010).
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signup information. Although the cable modem sexvicfixed and wireline, there is
nothing in the cable modem registration procedoat telies on the user being in a fixed
location, so some variation of it could potentiddly adopted in an Any Device wireless
environment. We expect that carriers should be @epeto accomplish this change in
role and in registration procedure within 12 ton2dnths, and in parallel with adoption of
the UICC/R-UIM (if necessary).
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CDMA and GSM are the dominant wireless technolqdies an effective Any Device
model should be prepared for future technologivalgion. The near future likely will
include development of software based radios anav4@8ess technologies. These will,
on balance, make Any Device interoperability easiewever, since 3G will likely
continue for many years in parallel with 4G, Anyze initiatives must take both
current and future devices into account.
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Software radios can be programmed to reach a \aigerof frequency bands and
technology types. Essentially, the same devicenwadhify itself to emulate any other
existing radio. As such, software-based radiosrattee highest level of device
interoperability (Section 2.3.5).

Even without an Any Device Regime, software ragliosvide greater flexibility. As an
example, the Qualcomm Gobi chipset is availableestdbd in laptops or other devices
and is able to connect to any of the major CDMA &8M bands. The Gobi is certified
by the AT&T and Verizon Wireless networks. Firmwasavailable for either of the
networks.

An Any Device environment would enable any manufeatto construct and program a
software-based radio and also connect it to anyar&tso long as it meets industry
standards. Relative to fixed-technology devicespftware-based radio is more versatile
and is upgradable and programmable to connecttteonies and technologies that do not
even currently exist. In an Any Device regime, gice manufacturer could theoretically
manufacture a software-based radio device thatavioellendlessly upgradable as carriers
upgraded their networks. Adding a new network cdipalvould be a matter of the
manufacturer obtaining the specifications and stesglfor the network and then
providing a software upgrade to users. Contra@traingements permitting, users could
also respond quickly to changes in carrier sergféerings and quality by “tuning” their
devices to other carriers—or even enabling theitageto automatically select the carrier
offering the best performance or prices.

In the Any Device environment, the carrier’s roleuld be to enable developers of
software-based radios to obtain whatever infornmatvas needed to configure software
to connect to the network. The Gobi demonstratastthis is technically feasible and
provides a model for product development and fersito connect to the network.
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LTE is a 4G carrier wireless technology under depelent. In the U.S., Verizon plans to
provide LTE in 2010 in select markets. AT&T and TebMle are also planning to use
LTE. Public safety users are currently planningse LTE on the spectrum assigned for
broadband public safety use.

LTE has numerous advantages over the 3G technslag®uding faster speeds and
more flexibility in assigning service levels to imdlual users.

TeliaSonera began offering LTE service in Stockhald Oslo in December 2009. The
service is offered using Samsung dongle devicesattech to devices with USB
interfaces. TeliaSonera plans to provide mobilengiscand integrated mobile devices for
LTE in 2010.

When considering the likely development of techgglat is important to consider that
widespread use of LTE is still years away for masrs. It is likely that LTE will be
implemented as a technology for high-speed datdewhrriers retain use of 2G and 3G
technologies for voice, and for locations in whibRy opt not to upgrade their networks
to 4G (or even, in some rural areas, to 3@)lost U.S. consumers will likely use 2G and
3G devices for many more years, and are stilljiktelbuy one or more devices that use
2G and 3G technologies—even as LTE emerges. Asudt,réne Any Device rules must
be applied to 3G networks as well as 4G if theytarfgave impact within the next few
years.

Verizon reports that it plans to use LTE in the ®0i@z “C Block” spectrum where the
FCC mandated an open device environment, and trertfe Verizon Open
Development process incorporates LTE devices. Abefvriting of this Report, Verizon
has not finished certifying Open Development devicel TE.

The LTE standard includes detachable subscribetitgiecards resembling the SIf,
enabling migration to an Any Device environmenta& networks emerge, but, as with
CDMA and GSM, devices would need to be unlockea: Viarizon Open Development
requirements include requirements for detachabigso@ICCs) in LTE device®,

*" Qualcomm. “LTE is A Parallel Evolution Path to 3@y LTE Release 8 and beyarRfesentation
(September 2009nttp://www.qualcomm.com/common/documents/articld®ZL Benefits 090409.pdf
(accessed January 4, 2010).

“8ETSI. “TS 102 221 V8.2.0 (2009-06).” Technical Sifieation (2009).
http://www.etsi.org/deliver/etsi_ts/102200 1022%2221/08.02.00_60/ts 102221v080200p (adicessed
January 4, 2010).

“9Verizon Wireless. “Device Requirements LTE 3GPRdBa3 Network Access,” Version 0.97. Technical
Specification (November 2009).
https://www22.verizon.com/opendev/Forum/LTE_Documémnchives.aspx (accessed January 2, 2009).
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LTE also includes a central registry of devicesjilsir to GSM. As with GSM, carriers
will be able to verify that devices attempting tmoect to the network are LTE devices
and other information included by the manufacturer.
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The future of the wireless Internet is in largetphe future of the Internet—for a number
of reasons, including the adoption of mobile desilbg a wider public, the introduction
of devices like the iPhone that are capable of stppy bandwidth-intensive
applications, and the growth of wireless broadbaselby those who cannot afford PCs
and who depend on wireless devices for accestmtarnet.

According to the wireless industry, however, theieawireless networks cannot readily
support consumers’ increased use of wireless devirdnternet access and other
bandwidth-intensive applications.

The incumbent carriers cite these bandwidth corscasrthe basis for a regime in which
“network management” of consumer Internet transioiss the sole prerogative of the
industry, both in wireline and in wireless enviroemis. The carriers are particularly
adamant that they need unlimited flexibility to rmga consumer traffic on their wireless
networks with respect to applications and allogabb capacity—because of the
particular challenges of enabling sufficient wisdecapacity. Specifically, the carriers
resist any limitation of their capability for suabtivities as:

1. Traffic management that is conductiedthe network core, which may include:
priority queuing (sorting traffic into queues basad identifying characteristics
and then transmitting it through an algorithm tigates each queue different
priority); rate limiting and congestion avoidanaejé¢cting data when capacity
utilization reaches a certain limit—data can bectgd from specific users, ports,
or based on type of traffic); and Deep Packet lospe (examining data in depth
to ascertain its type and then use another techrimmanipulate its transmission
or alter it).

2. Traffic management that is performed the “edge” of the network on the
“over-the-air” link between the user device and base transceiver station, thus
limiting use by consumers. This management includemus forms of dynamic
control of access to wireless resources (time siaquency channels).

Of course, in most cases the problem of scarcityoearemedied as it is in most markets:
through pricing. Users who consume more than aicettireshold, or at peak periods,
can pay higher prices. This is, in fact, how theiees have managed their voice
networks. Nonetheless, there will still be placed ames—certain cities, cells, or
sectors—where macro-pricing does not prevent caiogesapable of defeating customer
expectations.
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Broadly speaking, there are two general solutioriagufficient network capacity:
carriers can increase overall network capacityrmripize certain consumers or certain
types of traffic. To some degree, if capacity iffisiently limited, it may need to be
rationed to keep networks functional. However,rbed for rationing can be offset
through technology evolution and improvements ipacaty, assuming that the wireless
carriers choose to invest in increasing capacityerathan deploying management
technologies that limit the capability of consumiersise wireless networks as they
choose.

If the FCC determines that some form of networKitrananagement is required, a few
straightforward technical principles can enable ag@ment in a transparent, public way,
and in a way that does not discriminate againdtquéar applications, websites, service
providers, or networks.

In the Any Application environment envisioned here:

1. Unless explicitly and clearly conveyed to the costo, no network traffic
receives different priority than any other or iherwise manipulated by the
wireless carrier on the basis of: a) the particate#tware or application, or b) the
particular customer transmitting or receiving tretador the Internet source or
destination address.

2. Applications requiring continuous data flows are wonsidered harmful to a
network based on this criterion alone, even if tieyuse extensive capacity,
provided they are not unlawful or malicious, sustspam or viruses.

3. To the extent that consumers value having certg@pliGations prioritized,
carriers can define premium service tiers for vtdoy purchase by subscribers,
that guarantee a minimum data rate adequate fagpkcation they value (such
as voice-over-IP or broadcast-quality video). Tisatarriers can prioritize users,
not applications or content, with demand-side ptieeing. This would be a
“managed service” exception. An example is the emand video service that
Verizon offers alongside its Internet access sendan its FIOS fiber network,
which uses the same data connections as the Ihtsendce provided to FiOS
customers, but is not restricted by the same par-usaximum data rate
limitations placed on Internet traffic.

To these ends, this section of this Report offleesfollowing analysis:

1. Describes how carriers are technically capable oy #&ype of network
management, both in the radio frequency (RF) ndt@alge) and in the network
core. Furthermore, management at the edge or atcahe can be equally
effective, owing to how Internet applications ausditally control their
transmission rate to match bottlenecks experieatedy point in the network.
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2. Explains that it can be difficult or impossible determine exactly what type of
network traffic management practices are in uséowv traffic is being classified
by the network operator for purposes of managemeéestirformation source, by
user, by application, or by content in application.

3. Proposes scenarios for how a carrier can techpipaitform management in an
application-neutral way, according to the abovanitsn, in the event that the
FCC determines there may be valid and necessauireetents for proactive
management of network traffic. The key is transpeyeof traffic management
with full disclosure to potential customers, theretlowing customers to make
informed decisions while providers balance netwaonhgrade costs against
competitiveness of capacity and service qualityvigled for the applications
customers want to use.

4. Discusses technology evolutions (such as openingpm&viously unused
spectrum, new 4G technologies, adaptive antennhise wpaces, and cognitive
radios) that will provide more capacity on wirelesgtworks and offset
congestion.
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All commercial wireless networks employ a certaggicke of oversubscription, which is

a common practice intended to maximize the utilmaand efficiency of network
infrastructure. Oversubscription is the provisi@nof service to a greater number of
customers than the network can simultaneously stippadvertised levels of capacity,
but is typically a calculated strategy that takegamtage of customer usage patterns that
are at levels below maximum for some predictablegrgage of time. In other words,
carriers deliberately sell more of their product-pacaty—than they have available based
on assumptions that not all customers will choosgse the product at the same time.
Whether customers will experience the product pseshidepends on the reasonableness
of those assumptions and the formulas used to fbach. Indeed, oversubscription may
be unnoticeable in many cases—that is, many usérexperience connection speeds at
or near the promised speeds.

Capacity oversubscription has not presented ndiiegaoblems for most consumers in
the past, because until recent years, most wirglaBg has either consisted of

traditional voice communications with relativelyndandwidth requirements and
deterministic usage patterns, or data transfersiniag bandwidth in relatively short
bursts of time (such as Web browsing and text-b&sedmission) rather than requiring
bandwidth in continuous flows. Put another way,reubscription has not been evident to
customers because their use of the oversubscragatity has been bursty—short bursts
of capacity that could relatively easily coexisttwother big bursts of use.
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But that environment is shifting as consumer useiofless networks shifts to Internet-
based multimedia content and communications, wbitdn consist of continuous, high-
bandwidth video and audio communications.

This shift in consumer use patterns (and carriemation of new applications and
services) necessitates a significant change itetttenical models employed by all ISPs,
wireless or otherwise, to determine suitable degod&apacity oversubscription when
designing and upgrading their networks. As moresisegin to generate the continuous
traffic loads characteristic of video and audimsmission, the average amount of
capacity required by an individual user will incseadramatically as is illustrated in
Figure 12 below?

Figure 12: Capacity Demands of Typical Browsing vsStreaming Media

The resulting congestion causes variations in mégson delay, which first and most
severely impacts real-time voice and video and mstiteaming. However, users will
eventually experience slowdowns and decreasedlitgatbiall latency-sensitive
applications unless carriers facilitate appropriateeases in network capacity or
prioritize traffic for users desiring to pay mom fidded capacity--for example, to
support applications that are more sensitive tmghsa in quality of service.
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Wireless carriers are technically capable of apetgf network management, both in the
radio frequency (RF) network and in the networkecor

There is no technical limitation on the incentiee Wireless carriers to manage and limit
their customers’ traffic rather than increase nekngapacity, particularly when the

%9 According to T-Mobile engineers, a typical cellople user transfers 20 to 40 MB of data per month, a
G1 smart phone user uses 200 to 400 MB per monthadaptop user uses 2 to 4 GB per month. (T-
Mobile engineering staff, in discussion with thewNAmerica Foundation and CTC, December 16, 2009.)
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existing network can be used to support their ovafifable applications, such as text
messaging, ring tone downloads, and streaming mé&be&re exists no technical bar to a
carrier managing the Internet to boost its ownisesy or those of affiliates, while
actively diminishing the quality of competing Intet applications.

The technical means by which network operatorsnsanage network traffic are broad in
range, and can be very specific in their abilityamet certain types of traffic. Whether in
a wired or wireless network, the routers, switclaes] other specialized traffic
management devices in the network backbone cantagila powerful role in managing
traffic. The bottom line is that, with the rightols, there is little that providers cannot do
with respect to positively or negatively impactimngffic flows within their network—and
they can do it without knowledge of any party, wiegtgovernment or consumer.

The intelligence built into backbone network roatand switches enables this hardware
to manage traffic through certain fundamental tegpines.

For example, router technology enables network aipes to use a traffic congestion
management technique called priority queuing (FeglB). As traffic is received by a
switch or router, it can be placed into multipleegas within internal memory (buffers)
based on certain markers embedded in the traffice address, destination address, or
other policies. The transmission of this data fritra various queues is managed by a
scheduling process, or algorithm, that gives eaotug access to available capacity at
varying priorities. The intended result is for dekensitive applications, such as
interactive voice communications, to be transmiite@ consistent and orderly manner,
regardless of congestion.

Figure 13: Priority Queuing

One of the drawbacks of any prioritization schenoenfthe perspective of the network
operator is that it requires some mechanism by wtualassify different types of traffic,
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often necessitating that the backbone network thesaipplication or the end-user device
to accurately identify and mark the traffic basediwe application and its need for
prioritization>! For example, Internet data packets generateddmyglatd Video-over-IP
and voice-over-IP communications systems and agaics may be configured to mark
traffic with identifying information in the packéeader corresponding to a greater need
for low-delay or high-capacity transmission, bugréhis nothing to prevent a software or
hardware developer, or even an end user, from aqptiiese same markings to any type
of traffic regardless of need for prioritization @apacity.

Similarly, another widely-used technique to avoidhgestion is rate limiting. Rate
limiting, or policing, typically involves rejectingata when capacity utilization reaches a
certain limit. Data can be rejected from specifsens, from specific ports, or based on
type of traffic (application, source, and destioaji Networks configured to provide
“best effort” packet transmission, not employingaaticular prioritization scheme, result
in a natural rate limiting with all transmissiorféeetively afforded an equal share of the
total capacity when congestion occurs. Howevercesimany applications generate
multiple connections and transmission sessions fossible for a single user to use
much more than their equal share of the availadypacity.

Thus, many commercial networks already rely on séone of rate limiting on a per
customer basis to ensure that capacity is morely\aatessible to all customers on
shared links, typically enforced by some mecharggrthe access layer, or edge of the
network at the point where user devices conneds fijpe of rate limiting is most often
used in its simplest form, imposing a maximum tfaneate from an individual customer
device for all traffic, irrespective of the applima or destination. For example, operators
of cable modem networks program maximum upstreatrdamwnstream data rates within
the configuration file downloaded by a customeble modem during provisioning—
regardless of available capacity or the demandnoihdividual user’s applications, the
cable modem will not transfer at a higher data tlage these limits in this case.

Similarly, the air-link between the base statiowl @ustomer devices in both GSM and
CDMA networks utilize Time Division Multiplexed (TR) data transmission, in which
sub-millisecond time slots are allocated for traissmon among all connected user
devices. This type of scheduled transmission mashrarcan provide a form of rate
limiting when a particular sector has more than oser connected, since each will be
allocated a share of the total timeslots (typicallyided evenly among all connected
users up to some maximum number of users).

Beyond these techniques, a newer breed of speamladiguipment is capable of
examining data in depth to ascertain its type. DR&gket Inspection (DPI) systems
examine the actual data payload and other packdtaes, comparing it to pre-
programmed signatures to identify a wide rangenaikn data traffic types. DPI can
characterize traffic without needing any type einstards-based marking and
classification scheme, and can empower a provalanplement prioritization, rate
limiting, or other more application-specific or vspecific techniques. DPI provides a

*1 Data traffic is identified based on informatiorntive data packet headers.
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more finely tuned and potentially powerful tool tlkan augment the capabilities at the
GSM or CDMA edge.

DPI-based traffic management systems can altesdhtent of data, as well as
manipulate it?

There exist a wide range of vendor-specific DPllangentations, from the Cisco
Network Based Application Recognition (NBAR) to tReocera Networks PacketLogic
systems. Procera claims to be able to performidralffaping, filtering, and other traffic-
management functions based on more than 1,000athifapplication signatures,
including certain types of encrypted traffitThe Allot Communications solution
includes a Subscriber Management Platform (SMR)itib@rfaces to a carrier’s
provisioning systems and DPI-based “NetEnforceddpict to provide “per subscriber
visibility and control of broadband services.”

These types of systems enable a carrier to defideeaforce network utilization policies
driven by granular traffic flow information, suck enaximum and minimum capacity
levels for particular applications per customerjatale traffic priorities based on
application or elapsed transfer time; or blockiegain types of traffic entirely. This type
of technology also enables carriers to offer vayygarvice tiers; charging for enhanced
transmission for certain types of traffic (sucloatne gaming or VolP) or providing
variable maximum speeds based on application, dingkry, or per usage charges.
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Traffic management can be performed for the “oherdir” link between the user device
and the base transceiver station (BTS). Systems besn designed with the anticipation
that capacity may be scarce, and therefore limég need to be imposed on usage. The
3G and 4G technologies used by wireless carriers baolved to inherently support
traffic management.

While the default behavior of GSM and CDMA is toealy allocate capacity among

users, carriers can implement built-in prioritipatimechanisms in both technologies.
Both enable the network operator to select mininaunth maximum data rates, maximum
packet delay, prioritization level, and criticalibf user access (i.e., sensitivity of user
traffic being dropped, or of user temporarily betwayed from accessing the network).
In GSM the protocols are more attuned to prionitizapplications. Applications can be

classified as conversational, streaming, interactand background, and the carrier can

*2|n a 2008 FCC filing, Comcast admitted to using Bfehnologies to insert reset packets into filarsig
(peer-to-peer) application communications, causitentional disruption of the connection. (“In thtatter

of Broadband Industry Practices, WC Docket No. @7@omments of Comcast Corporation; February 12,
2008.http://fjallfoss.fcc.gov/ecfs/document/view?id=6849991, accessed January 4, 2010.)

%3 Procera. “A Quick Introduction to DRDL.” Technolp@rief (2008).
http://www.proceranetworks.com/images/documentsingi-05-09-08.pd{accessed January 4, 2010).
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select the level of prioritization and rate limgiror guarantees based for each of the
categories?

The forward (network-to-user) connection in a CDIE@& network allocates varying
numbers of time slots to the connected subscribeagyiven time interval. By this
means, the CDMA EvDO Rev. t&chnology used by Sprint/Nextel and Verizon Wissle
in the U.S. can enable different traffic “flows” b@ coordinated between the network and
the end-user device so that users or applicatisnpravided prioritized access to the
time slots of the downstream link. On the revetse(-to-network) link, EvDO also
allows for higher power RF transmission by the uksvice if that device is operating
applications that are sensitive to data errord) siscvoice transmission, or if the user
requires prioritizatiort> Similarly, other wireless broadband technologiemiporate
QoS capabilities: LTE and WiMAX both incorporatersform of dynamic control of
access to wireless resources (such as time slétsqurency channels).
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Unfortunately, the consequence of prioritizatiothiat those users or applications that are
not prioritized will experience even poorer perfame than without prioritization. Any
form of traffic management that selectively enhangpeality of service through
prioritization or other mechanism for one applioatwill negatively impact the
performance for other applications.

From a technical standpoint, prioritization and agegment do just what they imply—
they set priorities for the most important useppligations, and forms of traffic. In a
private network, in which the users and ownersefrietwork are the same individuals or
entities, these techniques are transparent toséawners and the negative
consequences of prioritizing certain traffic aren@by the same entities who benefit
from the prioritization. For a carrier to make thgmlicy decisions on behalf of its
customers, however, implies that a carrier coukksgay know all of its users’ priorities
and is able to effectively respond to any and @fli@ations users might need.
Intentionally or not, carriers now have the tecahmower to choose winners and losers
over the network by favoring particular applicagon

The inevitable result of any application-basedfitahanagement scheme is an ongoing
and likely futile game of chase between applicatemelopers and commercial carriers.
Developers of applications thought to be targetetSl traffic management practices
(such as file-sharing or VolIP applications) creatans of concealing their traffic from
known techniques for identifying their traffic. Fnomodifying the ports (Layer 4

*ETSI. “TS 123 107 V8.0.0 (2009-01).” Technical Sifieation (2009).
http://pda.etsi.org/exchangefolder/ts_123107v08pQ8if (accessed January 11, 2010).
S TIA. “TIA-707.12-B-1[E] (Addendum to TIA-707.12-B) TIA Standard (2006).
http://www.tiaonline.org/standards/technology/cd@@@/documents/TIA-707.12-B-
1[E]%20Final%20for%20Publication.p@fccessed January 11, 2010).
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TCP/UDP port number) used by certain applicatiom&nplementing data encryption to
counteract certain types of DPI, as with some peqgreer file transfer applications, the
net result is wasted resources and possibly lefsiluspplications and services that,
particularly for small, innovative developers, abuhean the difference between success
and failure.
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There are potential application-neutral approathésaffic management. It is possible to
protect a network and effectively offer Internet@ss without selectively hindering
certain applications.

In the Any Application environment envisioned here:

1. Unless explicitly and clearly disclosed and offeriedthe customer as a
premium or special service, no network traffic rees different priority than
any other or is otherwise manipulated by the wa=learrier on the basis of:
a) the particular software or application, or bk tparticular customer
transmitting or receiving the data or the Interseturce or destination
address.

2. Applications requiring continuous data flows areé considered harmful to a
network based on this criterion alone, even if theyuse extensive capacity,
provided they are not unlawful or malicious, sustspam or viruses.

To the extent that consumers value having cerigpti@tions prioritized, carriers can
define premium service tiers, for voluntary purehbg subscribers, that guarantee a
minimum data rate adequate for the application tradye (such as voice-over-IP or
broadcast-quality video). That is, the carrier vadopitioritize users, not applications or
content, with demand-side price tiering. This wolokda “managed service” exception.
An example is the subscription and on-demand vsgwvice that Verizon offers
alongside its Internet access service on its FiG& hetwork.
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Wireless technologies are capable of managing battla\vy prioritizing users (as
opposed to the applications they choose to uséhisrway, consumers who choose to
use large amounts of bandwidth consciously makehbee to pay more than other
users. This approach does not discriminate agparsitular uses of the service, whether
by application or source or destination of the datas is the traffic management
technique used in most countries outside the U.S.

For example, by using currently-available technme@t the core and edge of their
networks, carriers can sell various premium sesvared tiers and can:
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1. Guarantee higher maximum speeds (higher rate Jimita minimum level of
guaranteed capacity to a particular user at akgimvithout prioritization of
any particular traffic to or from that user.

2. Allow a maximum allocation of total data transfees user, and offer higher
allocation to premium users.

3. Offer per-megabyte pricing for all data transfand all users.
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The technologies that enable granular traffic mansnt and enforcement of policies for
Quality of Service (QoS) can be used by carriel@ mon-discriminatory and transparent
way to offer enhanced service levels to their austis or Internet-based service
providers. Challenges can be overcome through catipe efforts by carriers, Internet-
based service providers, and application developers

For example, in one feasible technical scenarieumdhich carriers can enact technical
measures for enhanced QoS for certain users wittmapromising the openness of the
Internet, carriers would maintain a process by wiziastomers (or, in theory, Internet-
based service providers offering a special subsonmption) can sign-up for guaranteed
minimum QoS parameters fal of their traffic, analogous to Service Level Agrents
(SLAs) already provided by commercial wireline cens for customers requiring
premium treatment.

Carriers would offer enhanced QoS services on diviglual sign-up basis for customers
or Internet-based subscription service/applicagmviders, providing only minimum
bandwidth guarantees (or prioritization of all fialip to a maximum limit) for all traffic
originating or destined to a particular customeinbernet-based application provider.
For example, a carrier could provide a guarantea fmarticular customer that a
minimum of 60 kbps bi-directionally (suitable foost VolP calls) would be provided at
all times (coverage permitting), regardless oftiipe of traffic or its source/destination.
Any need to prioritize one type of traffic over #imer within the minimum capacity
allocation provided to a particular customer wooded to be managed by the end-user
device or software.

No attempts would be made to classify the typeppliaation generating particular

traffic. This scenario would not rely on carriepsctassify applications using DPI or other
techniques, and would simplify the requirementstéahnical collaboration between
carriers and third parties.

As an example under this technical scenario, aezarould provide a customer self-
service Web portal through which activation of emted QoS could occur as an add-on
service, potentially even allowing a customer tecsjy their VolP provider, gaming
system, or video content provider for which minimbandwidth guarantees or
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prioritization would be applied, or selecting vaaatiers of minimum capacity
guarantees.

This type of model may or may not exactly matchaagabilities of the wireless
protocol—however, the prioritization can be don¢hi@ network core and not necessarily
require particular functionality at the wirelesgedFor example, as discussed in Section
3.3, GSM technologies have prioritization mechasishat are more attuned to
prioritizing applications than usetSHowever, the user prioritization can be done
effectively with DPI or other technologies at thetwiork core.

Nearly all Internet applications use some mecharrdata transmission flow control

or congestion control to provide a degree of corsp#on in response to unknown and
often changing network transmission capacity. Cqueatly, it is possible to throttle
network capacity from any point within the carnmetwork, whether at the access layer
or in the core. As capacity is effectively decrebfse a particular data flow, whether as a
result of genuine congestion or an intentional €ase in prioritization, the applications
and/or underlying transport protocols will redumsmission speed at the end-user
device to compensate.

It is well understood by the developers of Intemygpblications and the underlying
protocols on which the Internet relies that bandkwvid often a variable in constant flux
over packet-based data networks. The two key tahgpyer protocols for Internet
traffic are Transmission Control Protocol (TCP) &arskr Datagram Protocol (UDP),
each of which behaves differently in the face afyireg network performance.

TCP is considered a reliable, connection-orientedogol, since it waits to receive
acknowledgements in response to each transmitidaepaf data, and facilitates
retransmission of packets when they are not redgiveperly. TCP is thus able to
employ flow control and congestion-avoidance medms based on the success or
failure of transmissions at varying data ratesicifby “ramping-up” transmission speed
until errors occur to ensure transmission at tighdst possible data rate. Applications
using TCP, which include a wide range of non-stiegnorms of Internet
communications (Web browsing, many peer-to-peerdiilaring networks, e-mail, etc.),
thus adjust their rate of transmission accordintpéoavailable capacity over the entire
transmission link. In other words, a choke pointhie network created by a router or
DPI-based traffic management appliance for a padeficcommunications session will
effectively control the transmission speed at the-eser device on the average.

*5 T_Mobile engineers reported to the New Americaration that their network was not technically able
to control bandwidth utilization of particular usen particular congested cell sites at times afkpesage.
We recommend that congestion instead be mitig&tedigh a combination of overall user-based rate
controls and prioritization at the network core éimel built-in capability of GSM to evenly allocates
available capacity at the cell site. There woultbdle capability for GSM to prioritize the mostical
communications at the cell site (for example, pubéfety).
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It is not necessary for any carrier, wireless tieowise, to discriminate against certain
applications for sake of protecting their netwditksn alleged-abuse by a limited number
of heavy users, or what the carriers choose td'lcafidwidth hogs.” Rather, the carriers
can allow users to use whatever applications thsk v use, subject to rate or total data
transfer limits in their agreement that reflect #utual capabilities of the network.
Furthermore, the characteristics of the “over-téreetwork already provide significant
protection against the activities of apparentlyuegsers.

Based on virtually any definition in use today layreers, a very large percentage of users
are likely to evolve into the status of bandwidtiogs” simply by adopting desirable
online services and applications that involve camius data streaming, such as video
and VolP communications. Essentially, the onlingligations that are used and wanted
by most users are now changing the entire modkitefnet service and the degree to
which carriers can oversubscribe their networksatfiers want to advertise and offer
service up to 1.5 Mbps service it must be expetttatiusers will want to use the types of
multimedia services that make use of that typgpetd. If the wireless network capacity
is too scarce for simultaneous streaming by masyocuoers, then the maximum data rate
and/or capacity transfer limit should reflect tharcity, but the carrier should not
oversell the capabilities of the network or disdgnate against applications.

For example, a typical customer wishing to watcloalme video on their mobile device
at a continuous data rate of 500 kbps would netyikonsider this abusive or harmful
behavior, given that their carrier offers a 3G garwvith “typical” downstream data rates
of up to 1.4 Mbps on an “unlimited” plan. We cafeinfrom mobile broadband data
plans offered for tethered or open devices, likgdps, what might actually be
considered “unlimited,” or conversely, abusive byaarier when they do not directly
control the applications installed on the deviceericat a continuous transfer rate of only
500 kbps, a customer would expend their entire higmata transfer allowance for even
some of the largest consumer broadband mobile plaaitable (5 GB per month) in less
than one day of continuous streaming. Note thedraster cap of 5 GB represents an
average monthly transfer rate of only about 15 kbpsn oversubscription rate of about
100 users sharing each 1.4 Mbps of overall downtagécity on average. This would
suggest that carriers have a much lower threstoolthé concept of high usage than
many of their customers might anticipate, indiogtine extensive degree to which
oversubscription (and granular control of netwaefic) is required to achieve the data
rates advertised today.

Rather than setting per-user limits based on nmeakstic network capacity limits, and
thereby being driven to increase capacity througfivark expansion by customer
demand, carriers currently prefer to selectivelyipalate traffic for certain applications
or particular users representing a small minoatgive the illusion that their networks
can support higher speeds for more commonly useggrlcapacity applications. In other
words—the carrier tells you that, if it can stoenssfrom viewing video, the carrier can
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enable you to download your email at 1.4 Mbps—é&iydu are not getting this speed,
you should blame the “bandwidth hogs” and not @ueier. This clearly is a stopgap that
cannot continue to be effective, as the majoritwis€less customers are beginning to
use higher bandwidth, continuous streaming apptinatover their wireless connections.

Where usage represents actual illegal or abusikavi@r, such as denial of service (DoS)
attacks, the “over-the-air” access layer of wirglestworks effectively mitigates much of
the disruption to the network simply by dividingrismission timeslots between all
connected users. The more congested a particuidardtation (or sector), the fewer
timeslots for transmission provided to the deviagying out the “attack.” The time-slot
scheduling algorithms employed by the wirelessretdgies used by the major carriers
generally prevents any one user from receiving rttwaia their fair share of capacity at
any given time, effectively rate limiting each uderovided each connected device has
similar RF signal strength and fading charactassteach will receive equal access to
capacity. Of course, there are potential conditianshich a scheduling algorithm will
operate less than fairly for all connected usegdjaously or otherwise, though ongoing
development of these algorithms continue to promaee advanced capabilities and
improved performance for different types of trafiiecluding more latency-sensitive
traffic. The wireless uplink and downlink schedglialgorithms are generally non-
discriminatory measures for traffic managementhat they do not selectively target
particular providers of Internet-based servicesaftware programs. Furthermore, rate
limiting can occur at a variety of locations withhne network beyond the access layer, as
discussed, to ensure no user is allocated moreitapiaan their “fair share,” regardless
of the application.
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If network management is reasonable, there shaailablbarrier to transparency.
Transparency offers a relatively simple solutiomligcourage unreasonable management,
a solution in which carriers fully disclose managetactivities.

Consider this scenario under which wireless carman manage their networks for their
stated goal of managing bandwidth, but they magalonly in transparent and verifiable
ways:
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Carriers should publish descriptions of traffic ragement techniques they employ. For
consumers, there should be non-technical desangpiitcluded in customer marketing
and contract documentation. In the case of impbsadwidth limitations, minimum
bandwidth levels for certain types of traffic, maxim data rates imposed with or without
transfer caps, the carriers should provide cldadesassummarizing these parameters so
that consumers clearly understand the limitations@pabilities of the services they
purchase. For example, marketing and contract deatsyfor a wireless service with
varying service tiers might incorporate a table likat illustrated in Figure 14 below:
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Figure 14: Example of Customer Information Table fo Transparent Traffic

Management
Service Tier Basic Enhanced
Total Monthly Transfer Allowance 5GB 10 GB
Maximum Downstream Bandwidth 1.4 Mbps 3.5 Mbps
Maximum Upstream Bandwidth 800 kbps 2 Mbps
Minimum Downstream Bandwidth None 144 kbps
Minimum Upstream Bandwidth None 144 kbps
Maximum Packet Delay None 240 ms

Carriers should publish more technical informationregulatory authorities, for
Internet-based service providers, for technicallyvy customers, and for application
developers that describes how the premium custoamnerallocated capacity or enhance
QoS. Depending on the particular technical modet&ploying tiered services, carriers
need to make publically available pertinent detalleut the QoS and traffic management
techniques used so that applications can be tdikoréake advantage of these capabilities
and to make clear what limitations the network isgg For example, if priority queuing
or wireless uplink/downlink scheduling algorithnre @mployed for certain types of
traffic, the port (Layer 4 UDP/TCP port), DPI sigmee characteristics, and/or IP Type of
Service (ToS) values that will be used to idendifiyl enforce management practices must
be publically available.
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The FCC and other regulatory authorities can vexdfyiers’ compliance with
transparency and disclosure requirements by requpéeriodic or on-demand audit of
configurations on carrier equipment by trusteddiparties reporting directly to the FCC,
involving review of network device configuratiorilswould be necessary to enable read-
only access to any or all network components, ohialy core network routers, firewalls,
base station and wireless control infrastructune, any particular traffic management
and security systems, since nearly any componehieafetwork can be leveraged for
some degree of selective traffic management.
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The FCC can verify carriers’ compliance with traagmcy and disclosure requirements
by requiring technical investigation of consumed &P complaints by trusted third-
parties reporting directly to the FCC (Figure IB)e purpose would be to determine if
the carrier is implementing traffic management lmelavhat it has reported. Specific
testing methodologies would vary depending on tméiqular problem reported, but in
most cases would require that the testing entitye lmalatively unrestricted access to the
carrier’s infrastructure.
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There is an emerging community of concerned pawigstechnical expertise

developing research and technical tools to cotleta that could potentially serve as the
foundation or model for a more controlled oversightity. For example,
DSLReports.com keeps statistics based on bandwiddsurements and other tests
initiated by its users for a wide range of wirelared wireless carriers. The Measurement
Lab®’ hosts a wide range of advanced open source too$pécific network transmission
measurements, collecting data for any ISP throagts tinitiated by its users, to include
tests specifically designed to ascertain traffigghg and traffic management directed
towards specific applications.

Over time and with large amounts of data collectieid, type of service and data can be
used to ascertain expected baselines for perforenamd identify any systemic problems
or mechanisms that impact a particular applicatiotype of traffic. Formalizing the role
of such an independent entity to generate toolscatidct data, using the voluntary
involvement of the concerned user base to run ¢ésessary measurement tools on their
computers and other devices, could be an effeatndewidely supported mechanism to
minimize the need to directly gain access to acatitier network systems and mitigate
unsubstantiated claims of wrongdoing on the padaofiers.

In some cases, definitively demonstrating that moriization or intentional degradation
of traffic was occurring would involve determinibgseline performance levels for test
traffic over controlled segments of the networkjuieing the connectivity of traffic
generating and measurement equipment.

For example, testing may necessitate the generatioertain types of streaming traffic
of different frame/packet sizes between a wiretkssce (or software-emulated device)
and a test server located either/both on the Iateynat a point in the carrier network at
or near the ingress/egress point to the Interngintalate particular applications (peer-to-
peer, streaming, media, VolP). These transmissiangd be directed to sources from
various users and Internet resources to measuaneas in performance parameters
(latency, jitter, packet loss, etc.) to identifgcliepancies indicating selective
prioritization mechanisms in the network.

" Measurement Lab. “Welcome to Measurement Lab.” $ebvww.measurementlab.néaccessed
January 4, 2010).
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Figure 15: Third-Party Traffic Management Validatio n
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As the technical performance of wireless commurooatadvances, the need for traffic
management may be reduced. A range of techniedégies and emerging technologies
may make it possible for wireless networks to actaaiate the increased demand. A
useful comparison is the capacity bottleneck ofdiaéup lines to the Internet in the
1990s—when local exchange carriers were reachmdrthts of their copper networks,
with the use of fax machines and customers usiogrgetelephone lines for Internet
continuously for hours. The wireline Internet addied this problem with broadband
cable modem, DSL, and fiber to the premises teduies.

In all likelihood, the wireless networks of comidgcades will be just as different from
the existing wireless networks. Despite the phydicatations of spectrum, the
immediately foreseeable advances include use o¢ctly-unused spectrum, more
advanced and spectrally efficient wireless techgiely and smaller “cell” areas to reuse
spectrum. All these involve carrier and manufagtureestments in better, newer
technologies to increase capacity, as opposed/&ésiment in technologies to add
management techniques.
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Spectrum is the “pipe” through which all wirelessmamunications travels. By doubling
the amount of spectrum in a wireless network, angbtes its capacity.
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GSM and CDMA services are mainly offered in thel@at and PCS. The following
table shows the frequency bands used for U.S. mcbinmunications technologies.

Figure 16: Table of Frequency Bands for Different Echnologies

Technology Band Frequency (MHz)

2G-GSM, CDMA | Cellular | “850 MHz" (824-849, 869-89896-
901, 935-940)

2G-GSM, CDMA PCS “1900 MHz" (1850-1910 and 1930-
1990)
3G-UMTS, CDMA AWS 1710-1755 and 2110-2170
4G-WIiMAX BRS/EBS 2500-2690
4G-LTE (future) 700MHz 698-806

Spectrum availability and use is one of the magtificant challenges in wireless
communications. The availability of spectrum coaisis the capacity (number of phone
calls and/or aggregate data speed) a carrier ¢an éfcarrier with more spectrum has
more flexibility in providing services—it is able serve more users and provide more
and higher-speed services using a given techn@odyRF network. A carrier with

limited spectrum will be limited in its options, will need to add base stations, antennas,
and advanced technologies to expand the capabilitg network.

There is considerable spectrum that wireless garhiave been awarded at auction that
has not been activated. For example, most of t@eViz spectrum in Figure 16 has not
yet been activated. In most markets the BRS/EBStapa is either lightly used or not
activated. Therefore the wireless industry is calbput halfway through activating the
licensed spectrum it has been awarded.

Another potential source of spectrum expansionrgadicast spectrum not in use in a
particular geographic area, also known as “whitacep.” While still in early stages,

white spaces technology might enable large-scalkcamsed broadband network

deployments, particularly in more rural areas, withmany of the limiting factors that

prevent WiFi from effectively filling this role. Wite space devices might provide: 1)
greater capacity than WiFi as a result of greateounts of available spectrum; 2) better
range/lower deployment costs than WiFi becausesef af lower frequency spectrum

capable of passing through physical obstructiomsj &) fewer issues relating to

interference as a result of spectrum sensing andagation capabilities. Even at radio
transmission power levels similar to WiFi equipmeamhite space technology could be
used to provide WiFi speeds, or greater, over &m@ge range equivalent to licensed
cellular technologies.
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A number of emerging technologies promise improspdctral efficiency and overall
network performance attributes compared to exisB@gtechnologies. Some are already
available in trial implementations in the U.S. Fexample, WiIMAX, coupled with
multiple input/multiple output (MIMOF? promises twice the spectral efficiency of the
HSPA used by the GSM carriers, and greater flagbtb leverage different channel
widths®® LTE may provide three to 12 times the spectraicigficy of existing 3G
services”?
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Wireless base station service areas can be seginemdéor sectorized to reuse spectrum
within progressively smaller geographic areas. Thisanalogous to the ongoing
upgrading of traditional hybrid fiber-coaxial (HF€able operators to serve progressively
smaller “node areas” with fiber optics, effectiveBusing the RF spectrum of the cable
system with smaller and smaller numbers of useypica@l practice today is for base
stations to be one or a few kilometers apart. Segatien can occur at many levels. It
can proceed with construction of new base statimerma sites more closely spaced.
Another alternative is devices mounted on utiliplgs or utility cabinets, with several
located on each city block. Another is to implemerdre highly directional antennas—
replacing the commonly-used three-sector baseosttwith stations that serve many
more sectors or that can adapt based on immedsaigeupatterns. It may also proceed
with include the use of “picocells” and/or WiFi-leak repeaters that are installed and
supported by customers’ landline broadband Interaphection$®

%8 Multiple input/multiple output (MIMO) refers to ¢huse of multiple antennas at the base statiorntand
mobile station to improve data throughput and rahgace drastically improving overall efficiency.

* WiMAX Forum. “Mobile WiMAX—Part Il: A ComparativeAnalysis.” White Paper (May 2006).
http://www.wimaxforum.org/technology/downloads/MiEhiWiIMAX_Part2 Comparative Analysis.pdf
(accessed January 4, 2010).

9 Qualcomm. “LTE Release 8 and beyond.” PresentgSeptember 2009).
http://www.qualcomm.com/common/documents/articld®L Benefits_090409.pdbccessed January 4,
2010); CDMA Development Group. “3G - CDMA 2000 1xB)O Technologies.” Overview.
http://www.cdg.org/technology/3g_1xEV-DO.asp#refgecessed January 4, 2010).

®1 Sprint. “Sprint AIRAVE.” Product Specification.
http://www.nextel.com/en/services/airave/index.dRtd®=vanity:airavgaccessed January 4, 2010).
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